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1 Introduction

1.1 Overview

The Modbus Gateway is an interface between Modbus Gateway and computer hosts running
Modbus/TCP on Ethernet networks. Fully compliant with Modbus/TCP, the Modbus Gateway offers a
convenient solution to connect existing devices or controllers running Modbus serial protocol
(Modbus/ASCIl or Modbus/RTU) to an Ethernet network. The SC10E4NI M /SC10E08AM /
SC10E16AM / SC10E16 AM / SC10EO8 AM Series are standard Modbus gateways that convert
between Modbus TCP and Modbus RTU/ASCII protocols.

The SC10E4NI M /SC10EO8AM / SC10E16AM / SC10E16 AM / SC10E08AMSeries support 16
simultaneous TCP master and 32 simultaneous requests for each TCP master. Each RS-232/422/485
serial port can be individually configured for Modbus RTU or Modbus ASCII operation or even different
baud rate, allowing both types of networks to be fully integrated with Modbus TCP within one package.

Senal IP

Pmcetl B

Modbus Gateway

Fig. 1. 2
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Features

RISC 32-bit 266 MHz CPU

Standard 19-inch rack-mounted 1U high metal housing (SC10EO08AM / SC10E16AM ) DIN-Rail
mounting (SC10E4NI M)

Software selectable RS-232/RS-485/RS-422 interface (Depends on Model)

Dual 10/100 Mbps Ethernet ports for network redundancy

Configurable via Liquid Crystal Matrix (LCM) buttons (SC10E08AM / SC10E16AM), Serial
console, Telnet, Web and Windows-based utility program Device Management Utility

LCM indication with 4-keypad settings (SC10E08AM / SC10E16AM)

Convert between Modbus TCP and Modbus RTU/ASCII protocol.

2 Ethernet port and 4/8 or 16 RS-232/422/485 ports

Easy hardware setup and configuration

2 Getting Started

2.1

Inside the Package

Inside the purchased you will find the following items.

Item Quantity Description
SC10E4NI M /SC10E08AM /
SC10E16AM 1 Modbus Gateway
/SC10E08AM/SC10E16AM
Din Rail / Rack mount 1 Panel Mounting, Din rail

Inside the CD you will find:

® User’s Manual

Documentation + CD ® Installation Guide

OR download from link:
www.santelequip.com/download

Table 2. 1
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Factory Default Settings
Network Defaults

Note that the Modbus Gateway comes with one IP address for redundant Ethernet interfaces.

Interface Device IP Subnet mask Gateway IP
LAN 1 10.0.50.100 255.255.0.0 10.0.0.254
Table 2. 2
Parameter Default Values

Modbus Master

TCP Master
TCP Settings ® Mode: TCP Master
® Port: 502

Modbus Slave

Mode: RTU Slave
SC10E4NI M /SC10E08AM / . . . :
SC10E16AM /SC10E16AM Serial Configuration: RS-232, 9600 bps, 8 data bits, None

Parity bit, 1 stop bit, None Flow Control, Buffer Disabled,
Table 2. 3

Other Default Settings are shown in the following table:

Parameter | Default Values
Security
User Name Admin
Password Null (blank)
SNMP
SysName of SNMP 0060E9-XXXXXX
SysLocation of SNMP Location
SysContact of SNMP Contact
SNMP Enable
Read Community Public
Write Community Private
SNMP Trap Server 0.0.0.0

Table 2. 4

Note: you can press the “Reset” button on the front panel for 5 seconds (see Sec. 3.8.8 and 3.9), to
restore the server to factory default settings.
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3 Configuration and Setup

3.1 Locating and IP configuring using Utility

First, please install our configuration utility program that comes with the Product CD. For more
information on how to install, please refer to the manual that comes in the utility CD. To find the Modbus
Gateway device on your network, press “Scan”, a list of devices currently connected to the network will
be shown in the window.

#“ Serial Manager V4.8.3
Search Configuration  Security  Advanced  virtual COM About

HLHY €9 8 ERy e

No. | Caution | Model | IP Address | MAC Address | Host Name Kernel | AP Information

1 < SCIDEANI M 192.168.106.23 00:60:E9:0B:19:7A 0060E9-0B197A ¥1.14 Modbus Gateway ¥4.14
SC10E16A 192.168.106.24 00:60:E9:04:98:EE 0060E9-0AIBEE ¥1.0 Serial Server ¥1.4

< *
Ready, Total 2 dewices MU

3.2 Configuration using Web Interface

Every SC10E4NI M /SC10EO8AM / SC10E16AM Modbus Gateway device is equipped with a built-in
Web server in the firmware. Therefore, it can be accessed by using a browser for configuration by

entering the device’s IP (see Sec. 2.4 for default value).

SAN TELEQUIP

Overview OverView
Metwork
* Basic Settings

* Advanced Settings The general device infarmation of Modbus Gateway.

# Alert
# System Madel Name SCI10E4NI M
Restart Kernel 1.14
Device Information
AP 414
Mode Redundancy Mode
Metwork Information MAC  00:60:E9:0B:19:7A

LAM (use LAMNT now)
IP 192 168.106.23

Fig. 3. 1
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Cveniew
MNetwork
= Basic Settings
COM Settings
VCOM Settings
TCP Settings
Slave 1D Map
= Advanced Settings
SNMP Settings
Modbus
= Alert
SMTP Settings
Alert Events
= System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default
Restart
Fig. 3.2

This type of configuration is the most user-friendly, most recommended and most common method
used on your SC10E4NI M /SC10EO08AM / SC10E16AM Modbus Gateway. Please go to its
corresponding section for a detailed explanation.
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3.2.1 Configure Automatic IP Assignment with DHCP

A DHCP server can automatically assign addresses to LAN1 or LAN2, the Subnet Mask, and the
Gateway. You can simply check “DHCP” box in the Network Setting dialog using our Utility and then
restart it; once restarted it will be automatically configured.

3.3 Web Overview

In this section, only current information on the device’s status and settings will be displayed.

SAN TELEQUIP

Overview OverView
Metwork

* Basic Settings

# Advanced Settings The general device information of Modbus Gateway.

# Alert
# System Model Name SCT0E4NIM
Restart Kermel 1.14
Device Information
AP 4.14
Mode Redundancy Mode
Metwork Information MAC  00:B0:E9:0B19:T7A
LAM (use LAM1 now)
P 192.168.106.23
Fig. 3.3
B Model Name as its name implies, shows the device’'s model.
B Device Information displays information on the Kernel version, as well as the AP
B Network Information here you may find the Mode in which the device is currently working on

(Dual Subnet, Redundancy Mode), and both LANs respective MAC and IP addresses.

B Dual Subnet Mode: in which two Ethernet ports have separate IP addresses of different class
and subnets

B Redundancy Mode: the system will just use one Ethernet port for data transfer, if this port is
disconnected, the whole system will change to another port automatically. Both the ports of
SC10E4NI M /SC10EO08AM / SC10E16AM will carry the same IP address
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3.4 Network Configuration

In this section, IP, Subnet Mask and overall connectivity settings can be accessed. When on
Redundancy Mode the device will have the two LAN ports connected’ to the Network, but the signal
will flow through one of them. In the case one line is out due to any reason there will still be another
route so the signal can keep flowing.

SAN TELEQUIP

NetWork

Overview
Metwork

+ Basic Seftings

= Advanced Seftings

To configure network settings of Modbus Gateway. After saving configuration you have

« Alert to restart the device to make the settings effective.
= System _ §
Restart @ Redundancy Mode ! Dual Subknet Mode
LAHN Settings
DHCP [T obtain an P automatically
P Address 192 0168 . 106 . 215
Subnet Mask 265 . 285 255 .0
Default Gateway 192 168 . 106 . 50
DNS Settings
DNS 1 202 8B4 10 A1
DNS 2 202 .54 29 .5

[ Save Configuration

Fig. 3. 4

Note': you can connect only one LAN port to the device. There won’t be a Redundancy function.
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When the device is set on Dual Subnet Mode, a set of two IP addresses can be used without having
Redundancy. This is especially useful when using two different networks.

. -
'SAN TELEQUIP
NetWork
Overview
MNetwark To configure network settings of Modbus Gateway. After saving configuration you have

) ) to restart the device to make the settings effective.
* Basic Settings

* Advanced Settings ) Redundancy Mode (® Dual Subnet Mode

* Alert

* System LAN 1 Settings

Restart
DHCP [ obtain an IP automatically
IP Address 192 | 168 | [106 | |23 |
Subnet Mask 1255 | |255 | |265 | [0 |
Default Gateway Mo |0 |fo | [es54 |
LAN 2 Settings

DHCP [ obtain an IP automatically
IP Address 192 | 168 | 106 | |9 |
Subnet Mask 256 | 285 |0 |0 |
Default Gateway 192 | [168 | [106 | 50 |

Default Gateway Select

Default Gateway Select @ LanNT O LaN?

DNS Settings
DNS 1 es | a5 |1 | [1 |
DNS 2 o Jfo [l [l |

[ Save Configuration ]
Fig. 3.5
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3.5 Basic Settings
3.5.1 COM Settings

This section is responsible for settings on your physical ports, (may them be COM or serial).

> | 4
#'SAN TELEQUIP
Basic Settings > COM Settings
Overiew
Metwork To configure COM 1~ port parameters.

= Basic Settings Modbus Setting

COM Settings

VCOM Settings Operation Mode RTU Master -

TCP Settings Serial Configuration
Slave ID Map Interface @ rs2a2 © RS422 © RS485(2-Wire) © RS485(4-Wire)
# Advanced Settings
Baud Rate 9600 * bps
+ Alert
¥ System Parity @ None © 0dd ©Even © Mark © Space
Restart Data Bits 7 bits @ 8 bits
Stop Bits @ 1 bit © 2 bits
Flow Control @ none © Xonioff © RTSICTS

[ Apply To All Serial Ports

Save Configuration l

COom Baud Data Stop  Flow

Numper CperaionMode lnteface o " Paily  gi Bis  Control
01 RTL Master RS5232 9600 Mone 8 1 Maone
02 RTL Master RS5232 9600 Mone 8 1 MNone
03 RTL Master RS5232 9600 Mone 8 1 MNone
04 RTU Master RS232 9600 Mone 8 1 Mone

Fig. 3. 6
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3.5.2 Operation Mode

B RTU Slave: when working as a slave node, the device will wait and accept request from its
master; data transfer is done under an RTU format.

B RTU Master: when working as a master node, the device will issue commands to the slave node;
data transfer is under an RTU format.

B ASCII Slave: when working as a slave node, the device will wait and accept request from its own
master; data transfer is under an ASCII format.

B ASCIl Master: when working as a master node, the device will issue commands to the slave
node; data transfer is under an ASCII format.

3.5.3 Serial Settings

This section has the following selections:
[ | RS-232/RS-422/RS-485 Software Selectable (Default: RS-232)

Baud-rate: 110 bps ~ 921600 bps

Parity: None, Even, Odd, Mark, or Space

Data Bits: 5, 6, 7, or 8

Stop Bits: 1 or 2

Flow Control: None, Hardware CTS/RTS, Software Xon/Xoff

Apply to all Serial Ports Alternatively, the settings can be chosen to apply to all Serial Ports if needed
by checking the last box on the options.
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3.5.4 VCOM Settings

Generates a virtual Serial (COM) port within the device by the network connection, it is a TCP
connection but the encoding is an SAN’s exclusive private protocol. There is the choice to set your
device as either a Master or a Slave in your network.

You will need a VCOM setting, proceed to go to Basic Settings — VCOM Settings and tick on the
VCOM'’s “Enable” box to allow configuration on the port selected.

The options for Master are similar, the only difference being on the device’s function.

SAN TELEQUIP

Overview Basic Settings > VCOM Settings

MNetwork

= Basic Settings
COM Settings
VCOM Settings
TCP Settings

To configure VCOM | 1 | parameters.

Slave ID Map veou Enable
# Advanced Settings VCOM Port 4660 (1~65535, default=4660)
* Alert -
* System VeoHode RTUSlave |  [OEnable Caching
Restart VCOM Inactivity Time Out 0 (0~36000 seconds)
] Apply to Al vComs

[ Save Configuration ]

Fig. 3.7
Choose whether your device conforms as an RTU or ASCII, which is the VCOM Mode.

B VCOM Port Using the TCP, the device listens whether there are any clients (VCOM clients),
connecting (Serial-IP) to its ports.
B VCOM Mode lts definition is analogous to the one in Sec. 3.5.2.

Note: Windows has its own restrictive Serial-IP software installed for use.
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SAN TELEQUIP

Overview Basic Settings > VCOM Settings
Metwork

= Basic Settings
COM Settings
To configure VCOM -‘l > | parameters.
WVCOM Settings g - P
TCP Settings

VCOM Enable
Slave ID Map
# Advanced Settings WCOM Port 4660 (1~65535, default=4660)
T Alert VCOM Mod [
vi Mode Enable Caching
¥ TU Slave ]
Restar WCOM Inactivity Time Out RTU Master 100 seconds)
ASCI Slave
[ Apply to All VComs ASCI Master

[ Save Configuration ]

Fig. 3. 8

[ |

B VCOM inactivity’s Time Out can be set as well (which is the period of time allowed between
actions), with a maximum of 600 minutes or 10 hours. If no action has been taken after this period,
VCOM connection will be automatically interrupted by the system.

It is important to note that alternatively, these settings can be chosen to be applied to All VCOMs if
needed by checking the last box on the options.

SAN TELEQUIP

Overview Basic Settings > VCOM Settings
Metwark
= Basic Settings
COM Settings
To configure WCOM | 1~ | parameters.
WVCOM Settings g P
TCP Settings
VCOM v
Slave ID Map ’ Enable
= Advanced Settings WCOM Port 4660 (1~65525, default=4660)
= Alert
# System VCOM Mode RTU Slave i [JEnable Caching

Restart VCOM Inactivity Time Out [0 ]i0~35000 seconas)

I ¥ Apply to All VComs I

[ Save Configuration

Fig. 3.9

Click on Save Configuration to keep all changes made.
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3.5.5 TCP Settings

Settings for representing a Modbus TCP connection using the internet are set here. First go to Basic
Settings — TCP Settings, then proceed to choose whether to enable TCP ticking on the “Enable”
box.

SAN TELEQUIP
Oveni Basic Settings > TCP Settings
VENViEW
Metwark
* Basic Settings To configure TCP |1 % | parameters.
COM Settings
VCOM Settings Add New Modbus TCP
TCP Settings TCP Enable
Slave ID Map L . _ R .
Operation Mode ® TCP slave  [JEnable Caching O TCP Master
* Advanced Settings
® Alart Remote IP Address 192 | (168 | 106 | |24
* Syst
Ve TCF Port 502 (1~655285, default=502)
Restart '
TCP Inactivity Time Qut 0 (0~36000 seconds)

Save Configuration

] L‘;P Operation Mode  Remote IP Address  TCP Port guatﬂ""“'“me
Fi 01 TCP Slave 192.168.106.24 502 0 seconds
1 16 TCP Master 502 0 seconds

Remaove

Fig. 3. 10

[ | TCP Slave: When on this mode, the device will run on Slave mode and wait to receive Modbus
requests from the Master; data transmission is done under a Modbus TCP format.

Remote IP Address shows the device’s slave node IP address.

TCP Port shows the device’s slave node TCP port.

TCP inactivity’s Time Out can be set as well (which is the period of time allowed between
actions), with a maximum of 600 minutes or 10 hours. If no action has been taken after this period,
Modbus TCP connection will be automatically terminated by the system.
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SAN TELEQUIP
Basic Settings > TCP Settings

Cveriew
MNetwork
= Basic Settings
COM Settings To configure TCP |1 | parameters.
VCOM Settings
TCP Settings Add New Modbus TCP
Slave ID Map TCP Enable
* Advanced Settings )
J Operation Mode O TCP Slave [JEnable Caching  ® TCP Master
* Alert
# System TCF Fort 502 (1~65535, default=502)
Restart R
TCP Inactivity Time Cut 0 (0~36000 seconds)

Save Configuration

TCP ) Remote [P Inactivity Time
O No. Operation Made Address TCP Part Out
] 01 TCP Master 502 0 seconds
O 16 TCP Master 502 0 seconds

Remove

Fig. 3. 11

On Operation Mode choose whether the device is going to be a Slave or a Master.

Remote IP Address refers to the IP belonging to the device that is going to be controlled from
SC10E4NI M /SC10E08AM / SC10E16AM. This option is not available when the device is set as a
Master.

TCP Port is the port through which the signal is going to be relayed upon.

And again, there is a TCP Inactivity Time Out with the same 10 hours maximum value as stated on the
last section.

Configuration can be saved as well.
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Slave ID Map

The system uses the Modbus ID to route Modbus’ request commands (from the master node) to the
respective slave node; it is paramount to define ID maps for each slave node. For every slave node,
there must be a correct Virtual ID (Alias ID) and Real ID defined in the maps.

In Alias Mode we can use only 32 devices on all the 4 Ports put together
In the Offset mode we can use 128 Devices in all the 4 Ports

Slave No0.17 is namely the Entry No.17

Oversaew
MNetwork
= Basic Settings
COM Settngs
WCOM Settings
TCP Settings
Slave 1D Map
= Advanced Settings
SNMP Seitings
Modbus
= Alert
SMTP Settings

Basic Settings > Slave ID Map

[To configure Slave [17 | parameters. I

Slave ID Settings
Slave M Enabie
Siave Interface COM W comgt  ©
Slave 1D Sefting L
Muode Dicfhc:

Siave ID Setting

Alert Events Real lD:- (30
» System

Log Settings Save Configuration
Systern Log
Drata Lag
Modbus Statistic

Z Ec
Time v

Source Mode Slave ID Range (Virtusi=->Real

Securnty
ImportExport
Factory Default

Restant E‘ ModEsRTE oo 14|

Fig. 3. 12
The Slave No. ( Top Red box ) is actually a Entry No. , just a rule, and should not be confused with
Slave ID. it control what slave ID input and what slave ID output.
For example,
The rule No.26 setting is Alias ID 22 <-> Real ID 88 in COM3.
This means data of Slave ID 88, from serial side COM3 is taken by SC10E4 | M and it will translate the
slave ID of data from 88 to 22 and then SC10E4I| M send the Slave ID 22 to Ethernet side.
The behavior is also called routing rule.
Basic Settings > Slave ID Map

To configure Slave l_ZS_‘f_ parameters.

Slave ID Settings

Slave B Enabie
Slave Interface oM ) COMO ) comoz @ comoz

Slave 1D Sefting
Mode

Slave ID Setting ~
R 1o |88
Sawve Configuration
1 Entry No. Protocol Source Mode Siave ID Range (Virtual=—>Real)
O IBUSRT | coma Alias D22 < e |

Fig. 3. 133
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Slave Interface

When a port is set to slave mode, a Slave interface will be then created for you. Select the Slave
Interface, which is the COM/VCOMI/TCP port; then select Alias Mode or Offset Mode to modify the
range and offset as you needed.

B Alias Mode maps a virtual ID to a real ID each at the time.
B Alias ID which refers to a Virtual ID for the reading Master node.
B Real ID which is the real ID from the slave node.
B Offset Mode which refers to a range of defined ID maps.
B Slave ID Start Virtual ID’s start number.
B Slave ID End Virtual ID’s end number.
B Slave ID Offset Real ID range, which is from (Slave ID Start -Offset) to (Slave ID End-Offset).

As mentioned before, In Alias Mode we can use only 32 devices on all the 4 Ports put together
In the Offset mode we can use 128 Devices in all the 4 Ports

SAN TELEQUIP
Basic Settings > Slave ID Map

Cverview
MNetwark
= Basic Settings To configure Slave |1 ¥ | parameters.
COM Settings
VCOM Settings Slave ID Settings
TCP Settings Slave Enahle
Siave [D Mo Slave Interface  COM ® comotr O comoz O comoz O comos
* Advanced Settings : ; B B
¢ Alert Slave [DSetiNg oy ujias tode ® Offset Mode
+ System fode
Restart Slave ID Start. |1

Slave 1D Setting Slave ID End: |2

Slave ID Offset: |0

Save Configuration

O Entry Mo. Protocol Source Mode Slave 1D Range (Virual=-=Real)
O 01 Modbus/RTU COM1 Alias 001 =-= 002
Fig. 3. 144

Note: on VCOM, TCP and COM, Master and Slave IDs can be set, while on COM and VCOM work only with Serial ports.

Offset mode can be used when device IDs to be mapped for Modbus master and slaves are
sequential whereas Alias mode can be used when Modbus master and slave IDs are not in
sequence.


mailto:info@santelequip.com

San Telequip (P) Ltd., "
504, 505 Deron Heights, Baner Road

Pune 411 045, India ' M“ ﬁLEQU.P
Phone: +91-20-65001587, 9764027070, 8390069393 Connecting. Converting. Leading!
email : info@santelequip.com

4.  Applied Modes of Multiple Protocols
4.1. Assign different IP to each serial device
Serial side devices is Master & Modbus TCP side device is slave,

Configuration :-
192.168.0.1 if
192.168.0.2
192.168.0.3

Serial Port1 - Serial Port3

192.168.100.5

| —e==
ﬁ ~ 1
| _-—
Il .S
Senal devices Serial devices Serial devices
Group 1 Group 2 Group 3

faster

Modbus
Master

192.168.0.1
@
Slave
RS485,

192.168.0.2 Modbus

Master

1 ® @
D ) ()

Modbus

SCLO0E4NI M

TCP/IP Q

=]
w
=
0
= Ul

RS485

- . faster
— 192.168.0.16
Slave

1
e_
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SC10E4NIM can support maximum up to 16 TCP connections as per picture in the

previous page
To configure TCF parametars.
2
i Add New Modbus TCP
TCP E [« Enabie
Cperation Mg ; ® TCP Slave (O TCP Master
Remote IP Add 9 [0 | [0 | [63 | [11 ]
10 =
TCP Port| 11 (1~65535, default=502)
12 |-
TCP Inactivity Tif 1&31 [0 ]w-36000 seconas)
15 |
16 | Save Configuration
COM Settings
L T .
¥ SAN TELEQUIP

Basic Settings > COM Settings

Orhverview .
To configure TOM 1w port parameters. -
Netwark
Basic Settings Modbus Setting
COM Seftings O peration Mode RTU Master -
WCON Settings
Serial Confi ti
TCF Settings na =
Slave ID Map Interface @ psoaz © psazz © Rsasscowire) DRS485 Wire)
Advanced Settings Baud Rate 9500 - bps
SNMP Settings N
Modbus Farity @ none D odd O Even D Man O Space
Alert Data Bits 7 bits '@ 8 bits
Syatem D ——
Restart Stop Bits @ 1 pit O 2 bits
Flow Control @ none @ xonse © rRTscTS

I:I Apply To All Serial Ports

[ Sawve Configuration ]

ﬁ.uDrr:ber Cperation Mode  Interface E::: Parity g;:a ETZP EI:;:rnl
01 RTU Master R5232 8800 MNone 2 1 Mone
oz RTU Slave R5222 9500 Mone =] 1 Mone
o3 RTU Slave R5232 2800 Mone 2 1 Mone

04 RTU Slave R5222 oE00 Mone =] 1 Mone
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VCOM Settings

SAN TELEQUIP

Overview Basic Settings > VCOM Settings

Metwork
= Basic Settings
COM Settings

WLOK Seﬁinﬁs

To configure WVCOM 1 = parameters.

TCP Seftings COM B enabie
Slave ID Map

. Advanced Seftings COM Port 4560 {1~B5535, default=4660)
SNMP Settings COM Mode RTU Slave -
odbus COM Inactivity Time Cut 0 (0~36000 seconds)

+ Alert

« System [ Apply to All VComs

Restart

Save Configuration

TCP Settings

SAN TELEQUIP
Basic Settings » TCP Settings

Owerview
Metwork To cenfigure TCP 1 - parameters.
- Basic Settings
COM Settings Add New Modbus TCP
WCOM Settings TCF Enable
Cperation Mode @ ToE Slave ) TOE R ster
Slave ID Map ®! TCPF Slave 4 TCP Maste
= Advanced Settings Remote IP Address 192 . 168 . 106 . 42
=SNMP Settings TCP Port 100 {1~B6535, default=502)
Modbus
« Alert TCP Inactivity Time COut o [0~35000 seconds)
« System
Restart Sawve Configuration
|:| TCR Cperation Mode Remote |IP Address TCP Port In.sctivity'
Mo Time Cut
[ o1 TCF Slave 192.188.106.42 100 0 seconds
@ o= TCF Slave 192.188.108.7 101 0 seconds
m e TCF Master 502 0 seconds
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QO
() SAN TELEQUIP

Connecting. Converting. Leading!

ne
#SAN TELEQUIP
Basic Settings > Slave ID Map

Overview

Network To configure Slave 1 parameters.

« Basic Settings

COM Settings

Slave 1D Settings

WCOM Settings Slave Enable
TCP Settings

Slave ID Wap Slave Interface

« Advanced Settings TCF @ tcror © Topoz

SNP Setings Slave D Sefting -
Modbus Mode W Alias Mode
¢ Alert
« System
Restart

Slave |D Start: 1
Slave ID Setting  Slave ID End: 1

Slave ID Cffset: 0

] EntyNo. Frotocol
O o ModbusTCF
0] o2 Modbus'TCP

Slave ID MAP

4.2. Assign same IP but different I/O Ports.

oM @ comz ®

Offset Mode

® comos

Save Configuration

Ilode Slave D Renge (Vitusl<-+Real)
192.168.108.42:100 Offset 001 -001 <= 001 - 001
192.168.108.7:101 Alias 002 <-= 002

[

SC10E4ANIM Modbus TCP side is Master & Serial side is slave

SC10E4NIM to listen TCP port 501, 502, 503,

—  19Z2.168.0.1

182.165.0.2

Serial devwlces Serial devlces Seral gevices
Group Group2 Eroup3
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COM Setting

L1 4
W SAN TELEQUIP

Basic Settings = COM Settings

Oherview

Metwork To configure COM 1w port parametess.
= Basic Settings

COM Seﬁinﬂs

Modbus Setting

WCOM Settings Operation Mode RTU Slave -
TCP Settings Serial Configuration
Slave IO Map Interfacs @ rpszaz © rsaze © rsasszawice) O RS485[4-Wire)
= Adwanced Settings —
SHMP Settings Baud Rate 5600 - | bps
Modbus Farity @ none ©odd & even © man ':'Eps:&
« Alert 5
« System Dsts Bits 7 bits @ 2 bits
Restart Stop Bits @ 1 it 2 bits
Flow Contral @ none @ xonower © rRTsICTS

I:I Apply To All Serial Ports

[ Sawve Configuration ]

E.uDrr:bEr Cperation Mode  Interface E_::: Parity ::_E ET:'} ;I:l::ml
01 RTU Slave RS5232 9800 Mone a8 1 None
oz RTU Slave R5232 2800 Mone t:] 1 Mone
oz RTU Slave R5232 9500 MNone -] 1 Mone
04 RTU Slave RS5232 9800 Mone a8 1 None

VCOM Setting

e
¥ SAN TELEQUIP

Basic Settings > VCOM Settings

Owverview

Network
Basic Settings

COM Settings To configure WCOM 1w parameters.

TCP Settings COomM I:l Enakble
Slave ID Map
. Advanced Seftings COM Port 4560 [1~85535, default=4850)
SHMP Settings COM Mode RTU Slave -
Medbus COM Inactivity Time Cut 0 (0~38000 seconds)
« Alert
System = Apply to All VComs
Restart

[ Sawve Configuration

TCP Settings
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1 4
' SAN TELEQUIP

Basic Settings > TCP Settings

Owerview

To configure TCP 1

* parameters.

Metwork
= Basic Settings

Add New Modbus TCP

COM Settings TCR Enable
VCOM Settings Operation Mode © TCPSlave @ TCP Master
TCP Seﬂinﬂs
Slave ID Map TCP Port 501 (1~65535, default=502)
* Advanced Settings TCP Inactivity Time Out 0 (0~36000 seconds)
* Alert
# System Save Configuration
Restart

O oo O

Slave ID MAPPING
LT
#' SAN TELEQUIP

TCP Remote IP

Mo, Operation Mode Address TCP Port
01 TCP Master 501
02 TCP Master 502
0z TCF Master 503

Basic Settings > Slave ID Map

Inactivity Time
Out

0 seconds
0 seconds

0 seconds

Overview

To configure Slave 1

* parameters.

Metwork

Slave ID Settings

= Basic Settings
COM Settings
VCOM Settings
TCP Settings

Slave

Slave Interface

Slave ID Map Mode
* Advanced Settings
# Alert Slave ID Setting
# System
Restart
[ Entry Mo.
] 01

Slave ID Setting

Enable
COM @ comotr © comoz © cowmoz © comos
@ plias Mode @ Offset Mode
Alias ID: 2
Real ID: 2
Save Configuration
Protocol Source Mode
Modbus/RTU COomM Alias
Modbus/RTU COM1 Alias

Slave ID Range (Virtual=—=Real)
002 =-= 002

004 <= 004
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4.3. Assign same IP and the same Port no
Modbus TCP side is Master & Serial side devices are Slave

122 165.0.1

Serizl devic=e
Group1

Seral cevices
SroupZ

Seral devices
Groups

COM Setting
-
& SAN TELEQUIP

L=l Lo
Fletwars
= Batar Sallimngs
COA St g
WL Sl Ly
TCF Sellings
Silmren 10 Rlap

I Irierdacs - ESEEE (SR B RS A5 - e [SecEE LA
= ke Settamge
S5MPAF SeHings Baud Rate SeEaD) - g
Tt Farity ST a4 Ewilifi | LR L=
] D
Crata Edts T ioiis 2 8 bRs
& SRl
st arl Stop Bita & 2 bits
Fhoe Conlnel LRI T S Y | MRTSATE

Basic Settings > COM Settings

Ty comfigure COM 1+ porl paramalsrs

M Bl Sawiling

(=) 20T Y R RTU Saww -

Sarial Configuralion

Agpdy Te Adl Sanal Foms

Sarcw Sonlpueration
o BHaud == B =0 Flow
Hon M It Parity
Humiber Coeralion Mode Hextace Fabe an At Bils  Confrol
01 RTU Sava RE232 PES0  pone & [ T
0z RTL Siva REZ35 o ] Flmane = Floims
03 RTU @ (SRS 00 RN & [T
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VCOM Setting

T
'SAN TELEQUIP
. - .
Cresrvisn Basic Settings > VCOM Settings
Matwork
= Has=ic Seltings To condgura WEOM 1 = parsmetars
COR Setiings
WM Enasas
TCF Sellings W20M Port 4RED 1-AS535, detaull=4&60
Slasa 1D Map
WCOM Wada ATU Slavs -
= Advanced Seltings
SMNMP Sablings WO In gty Teme Dut [i] - 35000 Teconds
hbodbus I
= Alang s
& Gysiam. .
¥ Sava Configuratan
Heziar ! !
TCP Setting
LT
'SAN TELEQUIP
Overview Basic Settings > TCP Settings
Metwork
= DBasic Settings
COM Settings To configure TCP 1~ parameters.
WCOM Settings
TCP Settings Add Mew Modbus TCP
Slave ID Map TCP [E1 Enable
* Advanced Settings Operation Mode TCP Slave @ TCP Master
= Alert
* System TCF Port 501 (1~65 , default=502)
Restart TGP Inactivity Time Cut 0 (0~3B000 seconds)

[ Save Configuration ]

TCP ! Remote IP Inactivity Tirme
=1 Mo Cperation Mode Address TCP Port out
= 16 TCP Master 502 0 seconds

Remowve

Slave ID MAP

L T
I SAN TELEQLIF

— Basic Settings > Slave ID Map

2

Fetugrk To confiqura Siyes 1+ paamstes
« Hazac Scibings

COHA Sattings Slaee D Sertngs

VDO Semings Shrem ¥

Sidrod Mleface 20 - J 4 J ok

Save I Semng

Ll gy

SHP Setings
et Eava IO S0Eng
.
= Symtem
Bestan Baove Gongunainn
Enfrs Fa Fosned |- s [ ] S W0 P D sl e ad)
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4.4.
COM Setting

Configuration for Virtual Serial Port

-
i SAN TELEOWIP

e vt v
P bt o2
= Basen Satlings
CORA etfings
WOOHA Settngm
TOF Eantings
Slarew ID BMap
« #ufvanced Soitings
v dler
Syl g

[ELELE |

Diparalicn koos

T Slarea

BOdLuE Sabling

- | Efmabls Cadfhing

Serial Conlgurabon

Inbaadace

o RST3T
Aaud Rals 19200
oy B rjon
Cmn Bl T BiE
Stop Bl - 1 i
.Fln-«' Clorirod e

Apply TS &0 Sl Park

RS422 O RS4EE

(EETL £ 0T o

| Srvw Canfiguration ]

Roriad

[

e T T Wi DA Proa
fi ABGD

o2 2881

1k T

UE ] 466

[===lY] - Basd N Caks Shop Flow
Blumber Dperaten Mooe inieriace R ate Fraity Bits ity Cgerviroil
11 RTL Sl o L 3 193 MNione 1 2 Lty T
ik T Sian L B 10 50 P ovE i St
a3 FTU Slavw REE A TRIT0 (g 1t 1 L=n L]
a4 RETL Sl S & i b 1R300 Ko 1 fizany
VCOM Settings
I SaAN TELEQUIF
Basic Settings > VCOM Settings
D
Pl ppnenerbe
= Bagic Sangs
O Settings T comfiguid VOO 1 = parhmeton
WVDOM Saltinos
s VoM ¥l Enanie
TCF Selbregs
iarew 10 Fap WSO P AEED AEm i AptaEn s E
=
= Areansead Semings WO MO RTL Magiar - = & Ca a
= Al
= -‘\'::-'x""" WM ISty Tirmss Casll 10 Oi—3000H pocond

Somen Canbgruntion |

W B O L poiRany Timee O

RTLI W asker 10 mocoanid
FIL Wasber 1 seoorids
S LT E ST 1 spoon

RTLE g ber 1w i
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TCP Setting

L1
5AM TELEQUIP

Basic Settings = TCP Settings

Chinrasswy
stk To cofiguin TCF 1 = parssnatics,
= Bariic Sallinga
COf Selinga AOd Mod MoIDus TCP
OO Sellings T F Enabis
TCP Sallings
DRI an Moo B TCP Slarse Snabés Caching TCF Wasier
Blarvd |10 Pellinz: -
& fadancoed Sallings Remobe B Address a a o o
& Alart TS Part i [1-EEE0s Safaul=S07
ol L 1
Bestart e ol -T2 o T T i} =2 and

| Srave Confguraten J

TCF Ramals IF - Inmciwity Time
OpEraon Moe TP Pon
Ha Addrase 2l
-] ir 185787 =i LB eailyfa b

| Remove |

Slave ID MAP

L1
iV 5AN TELEQUIP
Basic Settings > Slave ID Map
D v
r—— To confipush Slgad 1+ paisfrelin
= Haziz Sameg Shorvur 10 S TN g
O St s e | Erva ks
WOORA Sattrgs _—
Ty — .Ex-i".'lll'h-ﬂ. .' ! o HET ] ST SR
Sgmny 10 Map Fixas I SeliTg - T gk i
Mida

Adcanced Sattingy
s et A o 1
* Gyatem Sy D Sling

Heainr

Sndry b Frgieo L ol Bl 1D Ran g Vsl Algad)
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=R |

VCOM Port Mapping in Serial Manager (COM2, COM4, COM7, COM8)
- S W

27 Serial Manager VA.8.3

Search Configuration Security Advanced Virtual COM  About

T IEIEX Y LT

No. | Caution | Model | IP Address | MAC Address Host Name Kernel | AP Information

1 SC10E4ANI M 0.0.0.0 08:00:06:05:50:01 D0BDES-175776 vi.14 Modbus Gateway V4.16
2 SC10EANI M 192.166.106.215  00:6D:E9:17:67:76 00BOES-175776 V114 Modbus Gateway VA.16
« m

Model IP Address Host Name Port Mapping | Remark

SCI10E4NI M 192.168.106.215 O06DES-175776 1 COM2 TCP port = 4660, Server Mode

SCI1DE4ANI M 192.168.106.215 00GOES-175776 2 COM4 TCP port = 4661, Server Mode

SCI10E4NI M 192.168.106.215 0060ES-175776 3 COMT TCP port = 4662, Server Mode

SCI1DE4ANI M 192.168.106.215 00GOES-175776 4 COM8 TCP port = 4663, Server Mode

5. Advanced Settings

5.1 SNMP Settings

SNMP Settings determines whether your device settings can be viewed with standard SNMP software;
by default it is disabled.

B SysName which is by default the MAC address
B Syslocation refers to the device’s physical location.
B SysContact is the device administrator’s contact information.

If you wish to make the information available for public viewing by a Read Community, simply check the
“Enable SNMP” box and fill in “Public_viewers” in Read Community field. If you wish to allow a
group of people called “Power_users” to change the information, enter “Power_users” in Write
Community. If you allow a trap server to collect device information, please fill in SNMP Trap Server
with its corresponding IP address (the trap server designed to collect all alarm information).
Configuration will take effect after the device is restarted.

You will have to load a MIB Browser on a PC to see the Traps generated The IP address of this PC
should be entered as SNMP Trap server in the below screen.

Select Receive Traps in the MIB Browser.
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SAN TELEQUIP
Advanced Settings > SNMP Settings

Overview By enabling SNMP you allow the management utility to collect the information of
Modbus Gateway. You can change the device network identity as well by changing
MNetwork :
the system name, location and contact.
= Basic Settings

COM Settings SHMP Settings
WVCOM Settings SysMame 00G0E9-175776
TCP Settings
SysLocati i
Slave ID Map ysLocation location
= Advanced Settings SysContact contact
SHNMP Setti
eHhings SNMP Enable
Modbus
« Alert Read Community public
+ System Write Community private
Restart
SNMP Trap Server 192 . 168 . 106 . 15

Save Configuration

Fig. 3. 155
SAN TELEQUIP
) >
Oveniiew Alert > Alert Events
Network
= Basic Settings
COM Settings To configure the Modbus Gateway to send alert by E-mail or trap.
VCOM Settings
. Alert Event
TCP Settings
Slave ID Map Cold Start E-mail ™ Trap
= Advanced Settings Warm Start E-mail [# Trap
SHNMP Setti
etings Authentication Failure E-mail Trap
Modbus
 Alert IP Address Changed E-mail
SMTP Settings Password Changed E-mail
# System Save Configuration
Restart

Fig. 3. 16


mailto:info@santelequip.com

San Telequip (P) Ltd.,

504, 505 Deron Heights, Baner Road =g““ ﬁhiwlp

Pune 411 045, India
Phone: +91-20-65001587, 9764027070, 8390069393 Connecting. Converting. Leading!

email : info@santelequip.com

Trap received in MIB Browser

File Edit Operations Tools Bookmarks Help

Address: |pERSIERNTSE w | Advanced... |DID: 13 v | Operations: | Get Next - 'Go
SNMP MIBs Result Table | Trap Receiver |
MIB Tree _

[ |, iso.0rg.dod.internet mamt.mb-2 Operations  Tools
Co®|a4
Description Source Time Severity
authenticationFailure 192.168.106.215  [2015-02-25 15:18:14
authenticationFailure 192.168.106.215 2015-02-25 15:17:55
coldStart 192,168,106.215 2015-02-25 15:16:09
——
warmstart 192,168, 106,215 2015-02-25 15:00:50
AT

1

Name -

jalia] M

MIB

Syntax L

Arress 1

Status

Jefial

| Indexes il

Fig. 3. 17
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5.2 Modbus

In Modbus settings, you could select whether to enable Modbus Exception or not. If the Modbus’
slave produces no response, timeout occurs, it may then be necessary for the gateway to return an
Exception, and setting the Response timeout as follows.

B Configure timeout for each COM port
B Configure timeout for TCP/ VCOM port

SAN TELEQUIP

Overview Advanced Settings > Modbus
Metwork
= Basic Settings
COM Settings Modbus Seftings
VCOM Settings Modbus Exception [ Enable
TCP Settings
Slave 1D Map Response Timeout
= Advanced Settings
SNMP Settings com|1 1000 (10-120000ms Default:1000ms)
Modhus [ Applyto All Coms
* Alert e
¢ System TCPIVCOM 1000 {10-120000ms Default:1000ms)
Restart

[ Save Configuration

Fig. 3. 18
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5.3 Alert Configuration
5.3.0 SMTP and Email Settings

In Alert Events, you can configure options to let your Modbus Gateway to send out device information
to alert users, administrators, or responsible personnel. There are five anomalies defined in it to trigger
alert functions.

B Cold Start, power supply is interrupted.
B Warm Start, the device Restart function is used, (either by pressing a button or by its interface).
B Authentication Fail, incorrect username and password are entered.
B |P address change, device’s IP address is changed.
B Password Changed, authentication password is changed.
SAN TELEQUIP
Overview Alert > Alert Events
Network
= Basic Settings
COM Settings To configure the Modbus Gateway to send alert by E-mail or trap.
VCOM Settings
TCP Settings Alert Event
Slave ID Map Cold Start vl E-mail I Trap
= Advanced Settings Warm Start V] E-mail ¥ Trap
SNMP Settings Authentication Failure ¥l E-mail ¥ Trap
Modbus
5 Alert IP Address Changed V] E-mail
SMTP Settings Password Changed ¥ E-mail
* System Save Configuration
Restart
Fig. 3. 19

When enabled, an E-mail alert would be sent to the designated E-mail address in the E-Mail Settings.
To setup an email alert function, you first need to configure the recipient’s email address and the mail
server. Please check the following:
1. Your email server should be valid, check with your system Admin.
2. Your system is Internet enabled else you will not receive emails.
3. Your email id is working properly and can receive & transmit emails Confirm that your system
admin has not blocked this domain.
4. Check the User Name & Password of the email independently.
5. The User name & password to be filled in the below screen should be that of the Sender email
id holder.
6. Use Test mail function to confirm your data fed in this screen shot is correct. Correct the data &
recheck the Test mail function.
7. Check the authenticity of the DNS Server which you have entered during the configuration of
this device Fig 3.4
8. Avoid using commercial email servers like Hotmail, Gmail etc.
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SAN TELEQUIP

Overview Alert > SMTP Settings

Metwark
=« Basic Settings
= Advanced Settings
SHMP Settings

To configure the SMTP server where the E-mail notification will be sent.

Maodbus E-mail Setting
= Alert Sender's E-mail Address response@santelequip.com
SMTP Settings
Receiver's E-mail Address 1 sandip@santeleguip.com
Alert Events
= System Receiver's E-mail Address 2 purchase@santelequip.com
Restart
Receiver's E-mail Address 2 senice@santelequip.com

Mail Server

Mail Server mail.santelequip.com
Mail Server Authentication Reguired.
User Mame response-santelequip

Password ssessseee

[ Save Configuration ] [ Send Test Mail ]
Fig. 3. 20

Note: Before configure the Email warning function, you must set a Mail Server.

Test Mail & Password change Event Mail Received.
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EEiIe Edit View Go Tools Actions Help

Type a question for help

{3 New 5 X - Reply L—% Replyto All (5} Forward — -ﬁ Send/Receive + @ [4} Search address hooks - @ =

Mail « || Inbox |Search Inbox A
Mail Folders 2 |[VLE D 8 From Subject Received Size
g All Mail tems - | response@s... SCLOE4NI M Alert Message (D060ES-18ABEE) Tue 10/20/2015 12:30 PM 4 KB
= %JJ Personal Falders . = response@s... SCLOE4NI M Alert Message [J0G0E9-18ABEE) Tue 10/20/201512:25 PM 4 KB
(5] Deleted Items (545
L] Drafts [25] | f—
=[5 Inbox [12)
303 SC10E4NI M Alert Message (0060E9-18A8EE)
= [ Internal response@santelequip.com
|1 Account Sent: None
L3 Amit sandip@santelequip. com; purchase @santelequip. com; service @santelequip.com
[ Aniket (3]
1 Dhiraj (2) Sender: response(@santelequip.com
|1 Hemagini

Alert Condition: Password Changed(Telnet&Web cansole)
SysName: 0060E9-1BABEE

SysLocation: location

Date: 2000/01/01

Time: 00:09:30

Fig. 3. 21


mailto:info@santelequip.com

San Telequip (P) Ltd., "
504, 505 Deron Heights, Baner Road ' SA" TELEQU'P

Pune 411 045, India
Phone: +91-20-65001587, 9764027070, 8390069393 Connecting. Converting. Leading!
email : info@santelequip.com

6 System
6.1 Log Settings

This section lets you change the way your report will be shown on your Log.

Enable Log Events to Flash: When tick this function, log information will store into device's flash and it
will not be cleared even SC10E4NIM reboot.

Log Error, Log Warning, Log Info, Log Debug: Actually, those classes are from a daemon which call
syslog. In addition to this syslog, there are also many daemons running simultaneously. When other
daemons trigger an event, it will store this event into syslogd's database and we can see this entry from
web page. Moreover, the event severity is defined on each daemon itself. Our device's daemon did not
define level 1,2,5 severity. So, we will only see Error, Warning, Info, Debug four types.

Enable syslog server: Enabling this option would allow sending log events to a Syslog server.
Syslog Server IP: Enter your PC IP address
Syslog Server Service Port : Specify the PC port.

Gateway start UP version: "gateway" is a daemon name on our device. The 3.0 is its version.

Gateway global transaction ID start 0x1111: When Modbus master is located in COM side and issue a
polling command to TCP side. The original data is not included transaction ID information, because
Modbus protocol does not contain this concept. So, we have to use this global transaction ID to
encapsulate data and then send to TCP side.

Log level selection scenario: It is hard to provide a best scenario for log level selection. Debug level will
display more message and it might waste flash buffer if message is garbage

SAN TELEQUIP

System > Log Settings

Owveriaw
Metwork
" Basic Settings
* Advanced Settings Enable Log Event To Flash o
Al Log Level 4: (LOG_WARNING) ~
* System
Enable Syslog Server o
System Log Syslog Senver IP 192 168 106 15
Data Log )
- Syslog Server Senvice Port 514 1~65535, default=514
Modbus Statistic
Time
Security Save
Import/Export

Factory Default

Fig. 3. 22
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6.2 System Log

This section merely shows a list of system running events currently (with every event's properties
displayed), as well as the option to clear them all.

SAN TELEQUIP
Overview System > System Log
Network
# Basic Settings
# Advanced Settings Index  Date Time  Startup Time Level  Event

+ Alert P 5 5 FETT (0 17¢  warmna - Al Authentication Failure (Web console), SysName:
114 20010214 065217 00d00h0Om37s  warning 0060ES-1492F0, SysLocation: location
= System
] - Blapt W o Sy - D0G0ES-1492F0 SvsLocation:
Log Settings 24 20010214 05207 0000N00m26s waming 1% W SIaft Syshame: DUBOSS-TASEHL, Sstocaton
— - Mlert IP Address Changed (eth0), New: DHCP off, IP
Data Log 192 168,106 48, Natmask 255 255.255.0, Gateway
Modbus Statistic 34 20010214 065106 00d0Th2Z7mids  warning 192.168.106.50, Old: DHCP off IP 192.168.106.45, Netmask
) 255255 2550, Gateway 10.0.0.254, SysName:
Time 00B0EYS-1492F0, SysLocation: location
Securtty i, " , " | e .
. - . - Alert Password Changed(Telnet&Web console), SysName:
) 2 2 4947 00d0Th25m55s  warning - ) !
Impor/Bxpor 414 20010214 064947 00d01h25m55s  warning 0060ES-1492F0, SysLocation: location
Factory Default

Resta

| Show All Event || Clear All Event |

Fig. 3. 23

Click on “Last Page” to go to the last page. Click on “Show All Events” to show all events in one page.
Click on “Clear All Event” to clear the events stored in the device.
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6.3 Data Log
Event filtering is available in this section for analysis; a number of options are available for a
customized analysis. Traffic in the system can be done here as well.

SAN TELEQUIP

System > Data Log

Overview

Metwork:

Basic Settings
COM Settings
WVCOM Settings
TCP Settings Filter Infa
Slave ID Map

Advanced Settings
SMNMP Settings

Slave 1D Only

Function Code Only

Apply

Start Clear

Modbus Index Time Type Slave ID Function Code Event
- 72 DA
Alert By e Tan TCP Resp. ’ %01 72 0A DO 00 00 OB 01 01 08 00 DO 00 00 DO 00 00
= System ———————
Log Settings 272 06:17:42 RTU Regq. 1 0x01 1D
System Log 372 06:17:42 RTU Req 1 0x01 00 00 00 34
Data Log 4172 06:17:42 RTU Reg. 1 0x01 00 00 00 00
Modbus Statistic 572 0B:17:42 RTU Req. 1 0x01 0101 08 00
Time 672 061742 RTU Req 5 Ox04 00 64 FO 65
Security _ -
772 06:17:42 RTU Reg. 5 0x04 05 04 00 00
Import/Export
872 06:17:40 RTU Req 6 0x03 00 64 45 96
Factory Default
Dpctan 972 06:17:40 RTU Reg. 5 0x03 06 03 00 00
Fig. 3. 24
Filtering on Slave ID only: Select device ID1
Overiew System > Data Log
MNetwork
= Basic Settings
COM Settings
VCOM Settings All @ slave ID Only Function Code Only
TCP Settings Filter Info. |1 Apply
Slave 1D Map

Advanced Settings
SNMP Settings

Start Clear

Modbus Index Time Type Slave ID

Function Code

Event

Alert
System

Log Settings
System Log 1138 06:03:41 TCP Resp. 1
Data Log
Modbus Statistic
Time
Security

0x03

CoO07y0000007D07037A00000000000000
0000 00 0000 000000 0000000000000000
00 00 00 00 00 00 00 0000 00 000000000000
00 00 00 00 00 00 00 00 00 00 0000000000 00
00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00
0000 00 0000 000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00
000000

00 00 00 00 00 00 0000 0000 000000000000
0000 00 00 00 00 00000000 000000000000

Fig. 3. 25
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Filter by Function code only: Selected 03 holding Resistance

i
SAN TELEQUIP

System > Data Log

Overview

Metwork

Basic Settings

COM Settings

VCOM Settings Al Slave ID Only @ Function Gode Only

TCP Settings Filter Info. |3 Apply
Slave ID Map

Advanced Settings
SHNMP Settings

Start Clear

Modbus Index Time Type Slave ID Function Code Event
s Alert 1186 06:32:27 RTU Req. 5 0x03 00 64 45 A5
= System 2/186 06:32:27 RTU Req 5 0x03 0503 00 00
Log Settings 31186 06:32:23 RTU Req. 5 0x03 00 64 45 A5
Syst L
ystem Log 41186 06:32:23 RTU Req. 5 0x03 05 03 00 00
Data Log
o 5186 06:32:24 RTU Req. 8 0x03 00 64 45 96
Modbus Statistic ———
6/186 06:32:24 RTU Req. 5 0x03 06 02 00 00
Time
Security 71186 06:32:18 RTU Req. 5 0x03 00 64 45 A5
Import/Export 8/186 06:32:18 RTU Req. 5 0x03 0502 00 00
Factary Default 9186 06:32:19 RTU Req. B 0x03 00 64 45 96
Restart 101186 06:32:19 RTU Req. & 0x03 06 02 00 00

Fig. 3. 26
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6.4 Modbus Statistic

All ports’ information is available in this section.

SAN TELEQUIP

Overview System > Modbus Statistic

Metwaork
Basic Settings
Advanced Settings

Alert
System
Log Settings
System Log Interface Met_Connection
Data Log Como
Modbus Statistic COM0E
Time
Security conios
Import/Export COono4
Factory Default TCP(502) 0.0.0.0:502
Restart TCP(502) 0.0.0.0:502

DataType Mode
RTU SLAVE
RTU SLAVE
RTU SLAVE
RTU SLAVE
TCP MASTER
TCP MASTER

RxCnt

000000
000000
000000
000000
000000
000000

RxByte

0000000000
0000000000
0000000000
0000000000
0000000000
0000000000

TxCnt

000000
000000
000000
000000
000000
000000

TxByte

000000000
000000000
000000000
000000000
000000000
000000000

Fig. 3. 27
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6.5 Time

Date and time can be set manually, or using Network Time Protocol (NTP) to automatically
synchronizes with a Time Server. For auto-synching check the box below NTP Server Settings
“Obtain date/time automatically” proceeding then to fill the IP address or hostname for it. If a
hostname is entered, the DNS server must be configured properly; a Time Zone can be selected as

SAN TELEQUIP

>
Overview System > Time

Metwork
* Basic Settings

By enabling NTP you allow to adjust and set the device internal time, relative to Greenwich Mean Time.

* Advanced Settings
© Alert Current System Time

- System 201315116 Thu 07:00:31

Log Settings

System Log System Time Setting
Data Log i - - . . .
o Time Zone |(GMT} Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London  +
Modbus Statistic
Time Time Setting OnNTP ® Manual
Security NTP Setting
Import/Export

o
Factory Default NTP Server | |

Restart Manual Setting

Date ‘r’ear: i [.1-3nth:| May "| ] Da;.-':| 16 "|
Time Hour:(0~23) : Minute:(0~59) : Sen:-:nc!:[ﬂ»:‘gj::

Daylight Saving Setting

[ Enable Daylight Saving Time

Start Date Month: I Week: | Day: ! Hour:
End Date Month: ! Week: I Day; ! Hour:
Offset hour(s)

Save Configuration

well, Fig. 3.28.

Fig. 3. 28
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6.6 Security

Password settings are available at this section, as well as device’s console configuration settings

SAN TELEQUIP
System > Security
Crverview
Metwark The default password is null, you can change the password by filling in the new
. . password to New Password and Verified Password fields, be aware that passwordis case
Basic Settings i,
sensitive.
Advanced Settings
Alert Change Password

System
. Old Passwaord
Log Settings

System Log MNew Password
Data Log
Modbus Statistic Verified Password
Time
Security Save Password
i
Import/Export allow one to change the access methods to protect it against intrusion. All password
Factory Default protect function will use same password of above 'Change Password” setting data.
Restart
Security

Web Consale ®Enable O Disable

Telnet Console @ Enable O Disable

Reset Button Protect & Mo O Yes

[ Save Configuration ]

allowing users to limit the way they are able to configure the device.

Fig. 3.29
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6.7 Import/Export

Once all the configurations are set and the device is working properly, you may want to backup
(Export) your configuration. Backup can be used when the new firmware is uploaded and it is reset to a
factory default settings, it is done to prevent accidental loading of incompatible old settings. The backup
file could also be used to efficiently deploy multiple Modbus Gateways of similar settings by restoring
the settings to the devices by Importing the corresponding file.

SAN TELEQUIP

Overview System > Import/Export

Metwork

# Basic Settings
* Advanced Settings
* Alert
= System Configuration File:
Log Settings
System Log Import Configuration ]

Import a configuration file to the device.

Data Log
Modbus Statistic
Time . .
. Export a configuration data from device and save to file.
Security

Import/Export Export Configuration
Factory Default

Restart

Fig. 3. 30
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6.8 Factory Default

A simple return to Factory Default is available in our SC10E4NI M /SC10E08AM / SC10E16AM Series.

SAN TELEQUIP

Oveniew System > Factory Default
Metwork

Basic Settings
Advanced Settings
Alert

System

Restore all parameters to default.

Set to Default and Restart

Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default
Restart

Fig. 3.31
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6.9 Restart

SAN TELEQUIP

Overview ReStart

Metwark
Basic Settings . ) )

) ‘When the system stops responding correctly, you can perform this. The restart will be complete
Advanced Settings when the RUN LED starts blinking.

Alert

System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default

Restart

Restart is just a click away in our Modbus Series.

Fig. 3.32
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7 Applications and Examples

On your device two different ID mapping definitions are given by the system, both using Modbus ID to
route the requesting command (from the Master) to the Slave node.

7.1 Using ID offset range mapping

If the Slave ID is continuous, it is recommended to use the Offset mode, Fig. 4.1.

Modbus Gateway

i )
TCP/IP i COM1
1~2 1~2
3~4 1~2
. - COM2 Slave
. .
[ ] L] L]
. . COM 3
" . Slave
L] .
. .
L] L)
3 -
) ’ com 4
Slave
h A
Fig. 4.1
[ Entry Mo. Protocol Source Mode Slave ID Range {Vitual=-=Real]
[ 01 Modbus/RTU COoM Offset 001 -002 == 001-002
| 0z Modbus/RTU oMz Offset 003 - 004 == 001 - 002
| 03 Modbus/RTU COM3 Offset 005 - 006 == 001 - 002
| 04 Madbus/RTU CON4 Offset 007 - 008 =-=001-002

Fig. 4.2
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7.2 Using Alias ID mapping

This is only recommended if the ID is not continuous, Fig. 4.3.

Modbus Gateway

' ™
L Master Jer laMapeng SO seve ]
pull virtual port 1 to 32 1-2 1,99
3-4 1,59
. . M
31~ 32 1,359
L v

* Every slave will have two 1D (1 and 59)
Fig. 4.3

O

03 ModbusiRTL COmMz2 Alias 003 =-=0Mm

O

04 ModbusiRTL COm2 Alias 004 ==0549

Fig. 4. 4
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Specifications
7.3 Hardware
System
CPU 32-bit 266MHz RISC Processor with MMU
Flash Memory 2 + 8 MB (2MB for Bootloader)
RAM 128 MB DDR
EEPROM 8 KB
Reset Built-in Recessed Key (Restore to Factory Defaults)
Watchdog Hardware built-in
Network

m |EEE 802.3 Compliance
B Dual Port 10/100Mbps Auto-Detection
Eth Interf
thernet Interface B Connection: RJ-45
®m  Auto MDI/MDI-X: No
Protection Built-in 1.5 KV Magnetic Isolation
Protocol

B |CMP, TCP/IP, UDP, HTTP, Telnet, DNS, DHCP Client, SNMP, SMTP, NTP, ARP

Serial

Serial Interface ‘RS-232/RS-422/RS-485 Software Selectable (Depends on Model))

SC10E4 NIM DB9 (9-pin) Connector

Serial Connector SC10E08AM /SC10E16AM RJ45 Connecter

B Baud-rate: 300 bps ~ 921600 bps

Serial Port B Parity: .None, Even, Odd, Mark, or Space
Communication B Data Bits: 7, 0or 8
®m  Stop Bits: 1 0or 2
[ | Flow Control: None, Hardware CTS/RTS, Software Xon/Xoff
LED Indicator
LED indication [ | Power x 1, Ready x 1, COM port TX x 4, COM port RX x 4
Power Requirement & EMC
Input ® DC9~48V ( SC10E08/16AM 230V AC or 24V /48 DC)
Consumption ® 558W
Mechanical
Dimensions W D H 53.4x145.7x119.9 ,436x200x43.5 mm
Casing SECC sheet metal (1 mm)

Environmental

Operation: SC10E4NI M /SC10E08AM/SC10E16AM: -40°C ~ 80°C

Temperature
Storage : -40°C ~ 85°C

Humidity 5% ~ 95% Non-condensing

Table 5.1
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SC10E4NIM has terminal connecters (G, V1 -V + & V2 -,V +)
for 9V DC ~48V DC input.

cCEREREMOS

jizy _.V’1+ W2-W2+
1 5
7.5 DB to RS232/RS485/RS422 connectors
E 9
: RS-232 RS-422/4-Wire RS-485 2-Wire RS-485
o Full Duplex Full Duplex Half Duplex
1 DCD N/A N/A
2 RXD TXD+ N/A (reserved)
3 TXD RXD+ DATA+
4 DTR N/A N/A
5 SG (Signal Ground) SG (Signal Ground) SG (Signal Ground)
6  DSR N/A N/A
7 RTS RXD- DATA-
8 CTS TXD- N/A (reserved)

9 RI N/A N/A
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SC10E08AM / SC10E16AM Serial and RJ-45 Connectors

Pin Assignment for RJ-45 to Serial Connectors

RS-422 / 2.Wire
RJ45 Ethernet RS-232 4-Wire
RS-485

RS-485
Pin 1 Tx+ RTS -
Pin 2 Tx- DTR(" TX-
Pin 3 Rx+ TXD TX+
Pin 4 - SG SG SG
Pin 5 - SG SG SG
Pin 6 Rx- RXD RX+ Data+
Pin 7 - DSR(M) RX- Data-
Pin 8 - CTS -
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For RS485 4 Wire /RS422 For RS485 2 Wire

Signal of SC10EXXX Will Connect to

TXD+ RX+ of your device Signal of SC10EXXX | Will Connect to

TXD- RX- of your device DATA + TX+ /D+ of your device
RXD+ TX+ of your device DATA - TX- /D-_of your device
RXD- TX- of your device

For RS232

Connect a Cross cable from SC10EXXX DB9 RS232 Port connecter to PC COM Port connecter.

PC Side 9 Pin Male Signal SC10E4NIM Side 9 Pin Male
1 DCD 1
2 RXD 3
3 TXD 2
4 DTR 6
5 GND 5
6 DSR 4
7 RTS 8
8 CTS 7
9 RI 9
7.6 LED indicators
Name Color Message
Power (Steady Green) Power ON
(Steady Green) Booting up
Ready o
(Blinking Green) | n Activity
X (1-4) (Blinking Green) Serial Port Transmission
o (Light Off) No Data Transmission
RX (1-4) (Blinking Green) Serial Port Data Reception
o (Light Off) No Data Reception
(Steady Amber) 100Mbps Ethernet connected
CYY 10Mbps Ethernet Connection or 100 Mbps
LAN1/LAN2 (Light Off) Disconnected
(Blinking Green) Ethernet Port in Activity

TX, RXLED: SC10E08AM (1-8), SC10E16AM (1-16)

Table 5. 2
7.7  Software
Software
Utility “Virtual COM” Driver “Serial-IP” for Windows 98/2000/XP/2003/Vista
Configuration Tool B Web-based, Telnet, Utility

Table 5.3
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8 Appendix Configuration using Telnet Interface

The SC10E4NI M /SC10E08AM / SC10E16AM Modbus Gateway device also has a built-in Telnet
server program such that users can also configure the device using Telnet console software. To start the
device configuration using Telnet console, please go to Windows Command software (Start—Run) and
use “telnet” command to access the device. In the “Run” window, enter “telnet device IP_address” (For
example, telnet 10.0.50.100 if the device is connected to LAN1 port) as shown in Fig. The system will
prompt for Username and Password. After the valid username and password are entered, the main
menu shall appear as in Apx. 10. It shows all the configurations that can be used on the device.

If Telnet is not yet configured, please follow the steps mentioned below to configure it.

Note:

o The steps described below are for Windows® platforms.

° You can always press “ESC” key to return to the upper layer menu.

° If the device does not receive any command within 3 minutes, Telnet connection will be automatically terminated.

For Telnet interface configuring, please go to Windows® Hyper Terminal and follow the steps
described below.

B On your Desktop go to “Start — All Programs — Accessories — Communications —
HyperTerminal”.

Accessibility
Microsaft OFfice
OrCAD Relsase 9.1 Entartainment
Adobe Reader &.0 Games
Belarc Advisor wstem Tools

(==

k{ji? Set Program Access and Defaults

B windows Update

Internet Explorer Address Book &1 Metwork and Dial-up Connections
Alnitiator Control Panel 1.1.8. 16 A Calculator Phaone Dialer

Keil uvisionz Command Prompt HyperTerminal {2}

Keil uvision3 Imaging

OuHook Express Notepad

TCPIP Send Paint

=
=)
=
[
B>
&
2
=
(]
&=
=

Dallas Semiconductor MTK Synchronize
“windows Explorer
wordPad

*Qstartufm@@@@ H Er T E L

Apx. 1
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B Fill the Name entry with a name of your choice, and select your favorite icon. The “Connect to”
window will pop-out.

=
File Edit View Call Transfer Help
Dl = | 8| Dl

20

% KNews Connection

Enter & name and choose anicon for the connection:

Rl

Disconnected [mue detect [auro detect SCROLL [CAPS |wom  [Capture  [Print echa

Apx.2

B Select “TCP/IP Winsock” on “Connect using”, then check “OK”. Here “Session 1-
Hyperterminal” will appear, and then type “telnet 10.0.XXX.XXX” (device’s IP), to get into the
device’s login menu.

= (SCAQESH 4 - Hyper Terminal

TE S L

Connect Tn

%Iﬂrﬁ:ﬂv

Endzi detaadi [od i < ool o, i b0l

Hosbazges: || ]

Fulmado. |2 |

Uonst s op [ TZFEF e va. ] |

=

s raaial Pup il G kel FRE
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B Once the correct username and password are entered, you will see the configuration menu of the
device on the display.

“& SC10EANI M - HyperTerminal

File Edit ¥iew Call Transfer Help
Linux 2.4.18- SC1BE4ANI M {Serial Server) {ttyp@)
Username:

Connected 0:00:59 Auto deteck TCR/IP HUM

Apx. 4

The steps before mentioned are for Win XP, in order to enable telnet in Win 7 follow the steps below.
1.  Go to Start and on the “Run” box type cmd, Fig.

Run EZJEE!

_ Type the name of a program, folder, document, ar

E Internet resource, and Windows will open it For vou.

Open: w |

[ Ok, ][ Cancel ” Browse. .. ]

: s Start 2/~ @ "~ - Serial Manager ¥,

Apx. 5
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2. A pop out window will appear as follows, type “ pkmgr /iu:”TelnetClient” ” and press Enter, your

Telnet must be configured by now. If you wish to confirm if it is working, follow the next step.
o C:AWINDOWS\system 3 2vemnd. exe

Microsoft Windows XP [Uersion 5.1_.266861
<G> Copyright 1285-2081 Microsoft GCorp.

IC >~ Documents and Settings“~Administrator>

Apx. 6

3.  Go to Control Panel under Programs and Features press Turn Windows features on or off and

- T

Apx. 7
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After these steps are completed, telnet can be accessed by typing the device’s IP using the “Run”
command window on the Start programs.

e

12 Wit blpha Fiips .
] Wby Ugdain
= AFL st
e R T
| il
B Lo Py
[ ELTERE TN T E

i ey e

= Run u1

=== Typethe name of a program, folder, document, or Internet
——  resource, and Windows will open it for you.

Open: A

Ok | ’ Cancel ] ’ Browse...

Apx. 9


mailto:info@santelequip.com

San Telequip (P) Ltd., QO

504, 505 Deron Heights, Baner Road

Pune 411 045, India O SA" TELEQUIF
Phone: +91-20-65001587, 9764027070, 8390069393 Connecting. Converting. Leading!
email : info@santelequip.com

Its main menu is a command driven interface; it will look as follows.

% Telnet 192.168.106.23 -0 ﬂ
B

Linux 2.4.18-5C18E4HI M {(Serial Server? <(ttypB>

[110verview

[2 INetworking

[31COM Port Settings
[415ecurity

[515et to Default
[61Restart

Apx. 10
Most options appear the same as the ones in web browsing mode, the difference being that they have
to be accessed by entering the number corresponded to that option.

For accessing each function please follow the steps described below.

B On the Main Screen — [1] Overview, (a more detailed description of this section is given on Sec.
3.3)

c® Telnet 192.168.106.23 -0 ﬂ
B

Uzername :admin
Password:

[110verview

[2 INetworking

[31C0OM Port Settings
[415ecurity

[515et to Default
[6 JRestart

SC1BE4NI M
Lan 1 IP Address 192 168 .1686_823
Lan 1 MAC AA.6A.E? .AB.19 .70
Kernel Uersion 1.14
AP Uersion

Apx. 11
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Main Screen — [2] Networking, (a more detailed description of this section is given on Sec. 3.4)

d % Telnet 192.168.106.2 - ﬂ
B

Lan 1 MAC
Hernel Uersion
AP Uersion

[110verview
[2 INetworking

[31C0M Port Settings
[415ecurity

[518et to Default
[E]Re“tart

[11LAH 1 Settings
[21DHS Settings
[315HMP Settings

Apx. 12

B Main Screen — [2] Networking — [1]JLAN 1 Settings, (a more detailed description of this
section is given on Sec. 3.4)

& Telnet 192.168.106.23 -0 ﬂ

-

=

=

rr o
A7k

=

=&
=
=

=
=
=
=
=
=
=
=

Apx. 13
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B Main Screen — [2] Networking — [2] DNS Settings, (a more detailed description of this section
is given on Sec. 3.4)

% Telnet 192.168.106.23 -0 ﬂ
B

[BI1ERIT

[11LAH 1 Settings
[2]1DNS Settings
[318HMP Settings

:Dizsable<Statick
;192 .168.1086.6823
[3IHetmask 255 255 255 _HA0A
[4]1Gateway :AiP.A0A. BAA . 254

[11LAH 1 Settings
[2]1DNHS Settings
[318HMP Settings

168 .095._601 . 381
8808 . 868 . 804 .. A8A

Apx. 14

B Main Screen — [2] Networking — [3] SNMP Settings, (a more detailed description of this
section is given on Sec. 3.6.1)

NEIE]
=

Settings
[21DHS Settings
[215HMP Settings

SHMP Setti

[21RBead Community
[3IWrite Community
[4]18ysHName
[51SysLocation
[615ysContact
[?15HMP Trap Server

private

BEGHEY? —E@B127A
location
contact

a86 . 88068 . 8848 . B8a

Apx. 15
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COM Port Configuration: telnet

B Main Screen — [3] COM Port Setting, (a more detailed description of this section is given on
Sec. 3.5.1)

% Telnet 192.168.106.23 -0 ﬂ
=

[11LAN 1 Settings
[21DMS Settings
[318HMF Settings

[110verview
[2IMetworking

[31C0OM Port Settings
[4]18ecurity

[515et to Default
[61Restart

Apx. 16

B Main Screen — [3] COM Port Setting — [1-16] Select Port — [3] COM Port Settings, (a more
detailed description of this section is given on Sec. 3.5.1)

Jl Telnet 192.168.106.23 =Bl
=

COM1 Port Settings

[1]Cum Setting

[1Ilart mode
[21Baud »ate
[31Parity
[41Data bits
[515top bits
[61Flow control

Apx. 17
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B Main Screen — [4] Security, (a more detailed description of this section is given on Sec. 3.8.6)

5[
=

COM1 Port Settings

[110verview
[2Z1IHetworking

[31COM Port Settings
[415ecurity

[518et to Default
[61Restart

Secu

[11Change Password

Apx. 18

B Main Screen — [4] Security — [1] Change Password, (a more detailed description of this
section is given on Sec. 3.8.6)

5]
=

[AIEXIT
[11Com Setting
-8

[1J0verview
[2IHetworking

[F31COM Port Settings
[4]18ecurity

[518et to Default

[6 JRestart

[1IChange Password
=1

Enter old password <8 chavrs>
Enter new password 8 chavrs>
Reenter new password <8 chars

Apx. 19
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Reset to Factory Defaults
Main Screen — [5] Set to Default, (a more detailed description of this section is given on Sec. 3.8.8)

& Telnet 192.168.106.23 - | ﬂ

[i]ﬂhange Password

Enter old password (8 charsd
Enter new password (8 charsd
Reenter new password (8 chars

[11Change Password
Hi 5]

éaue the Settings? (usMN>
H

[110verview
[2IHetworking

[31COM Porxt Settings
[4]18ecurity

[518et to Default

[6 JRestart

éet to Default? Cy-sH>

Apx. 20

Restart
Main Screen — [6] Restart, (a more detailed description of this section is given on Sec.3.9)

% Telnet 192.168.106.23 =] B
=

I

1EHIT
IChange Password

T ]

ue the Settings? <y~ M>»

[110verview
[2IHetworking

[3I1COM Porxrt Settings
[4]185ecurity

[515et to Default
[E]Restart

Set to Default? <y H>
°n

110verview
2IHetworking

31COM Port Settings
415ecurity

518et to Default

& JRestart

6
.

e yow sure youw want to restart? <(psH>

n D

Apx. 21
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o Warranty

Limited Warranty Conditions

Products supplied by SAN., are covered in this warranty for undesired performance or defects resulting
from shipping, or any other event deemed to be the result of SAN’s activities. The warranty doesn't
cover however, equipment which has been damaged due to accident, misuse, abuse, such as:

Use of incorrect power supply, connectors, or maintenance procedures

Use of accessories not sanctioned by us

Improper or insufficient ventilation

Improper or unauthorized repair

Replacement with unauthorized parts

Failure to follow Our Operating Instructions

Fire, flood, “Act of God”, or any other contingencies beyond our control.

Limited Liability

SAN shall not be held responsible for any consequential losses from using our products.
Warranty

1 years Bring in Warranty
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