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Modbus Gateway user manual describes the following contents:
e Network management method
e  Overview of related principles of network management

B
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number of
network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Audience
This manual applies to the following engineers:
e Network administrators
e Technical support engineers

Text Format Convention

Format ‘ Description

" Words with “” represent the interface words. Fox example “Port

number”.

> Multi-level paths are separated by ">". Such as opening the local
connection path description: Open "Control Panel> Network

Connection> Local Area Connection".

Light Blue Font It represents the words clicked to achieve hyperlink. The font

color is as follows: ‘Light Blue’.

About this chapter The section ‘about this chapter’ provide links to various sections

of this chapter, as well as links to the Principles Operations

Section of this chapter.

Format ‘ Description

Remind the announcements in the operation, improper operation

Symbols

Notice may result in data loss or equipment damage.

Pay attention to the notes on the mark, improper operation may

> B

Warning cause personal injury.

Conduct a necessary supplements and explanations for the

P
Z
=
®

description of operation content.

Configuration, operation, or tips for device usage.

N
D
<

’
.

Pay attention to the operation or information to ensure

.

]

-
©

wn

success device configuration or normal working.
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Port Convention
The port number in this manual is only an example, and does not represent the actual port
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with this number on the device. In actual use, the port number existing on the device shall
prevail.
Revision Record

Version No. ‘ Date Revision note

01 2021-01-04 Software Function updates, and webpage style
changes.

02 2021-01-28 Add Static Routing Configuration

03 2021-02-05 Manual Maitenace

04 2021-04-12 Optimize Protocol Setting function
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Connecting, Converting. Leading!

About this chapter

This Chapter 1.1 WEB Browsing System Requirements
1.2 Setting IP Address of PC

1.3 Log in the Web Configuration Interface

1.1 WEB Browsing System Requirements

Using the Modbus Gateway device, the system should meet the following conditions.

Hardware and Software System requirements

CPU Above Pentium 586

Memory Above 128MB

Resolution Above 1024x768

Color 256 color or above

Browser Internet Explorer 6.0 or above
Operating system Windows XP/7/8/10

1.2 Setting IP Address of PC

The default management of the Modbus Gateway device is as follows:

IP Settings Default Values

IP address (LINK1) 192.168.1.254
Subnet mask 255.255.255.0

=
Note

The network configuration of parts of double IP device supports single IP and double IP
modes.

« In the single IP mode, the default IP address of Ethernet port LINK1/LINK2 is
192.168.1.254.

« Inthe Dual IP mode, the default IP address of Ethernet port LINK1 is 192.168.1.254,
the default IP address of Ethernet port LINK2 is 192.168.8.254.

When configuring a Modbus Gateway through the Web:

e Before making remote configuration, make sure that the route between the computer
and the Gataway is reachable.

e Before making a local configuration, make sure that the IP address of the computer

and the Modbus Gateway are on the same subnet.

=
Note

When the Modbus gateway is first configured, if it is configured locally, make sure the
current computer network segment is 1.
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Eg: Assume that the IP address of the current PC is 192.168.5.60, change the network
segment "5" of the IP address to "1".

Operation steps
The steps are as follows:
Step 1 Open "Control Panel> Network Connection> Local Area Connection> Properties> Internet

Protocol Version 4 (TCP / IPv4)> Properties".

Step 2 Change the selected "5" in red frame of the picture below to "1".

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings,

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168 |E| . B0

Subnet mask: 255 ., 255 . 255 . 0

Default gateway: 182 . 168 . . 1

Obtain DMS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: 202 . 96 122 . 168

Alternate DNS server; 202 .96 ,134 133

[ validate settings upon exit

[ 0K ][ Cancel ]

Step 3 Click “OK”, IP address is modified successfully.
Step 4 End.

1.3 Log in the Web Configuration Interface

Operation steps
Log in to the WEB configuration interface as follows:
Step 1 Run the computer browser.
Step 2 Enter the address of the switch "http://192.168.1.254" in the address bar of the browser.
Step 3 Click the “Enter” key.

Step 4 Pop-up dialog box as shown below, enter the user name and password in the login window.
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Username 2dmin

Password ™"

Login

Save username| Save password

Note:

« The default username and password for the Modbus gateway are "admin", which is
strictly case-sensitive when typing.

« Default user account has the administrator privileges.
Step 5 Click "Login".

Step 6 End.

After successful login, you can configure the relevant parameters and information of the
WEB interface as needed.

B
Note

After logging in to the device, you can modify the IP address of the Modbus gateway
for ease of use.
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2 System Information

About this chapter

2.1Product Information

This Chapter
2.2Network information

2.1 Product Information

Function Description
In “Device information” interface, user can check Device name,Device model, Serial No,
Firmware Ver, Device time, Description, Number of LAN, CPU Utilization, Memory
Utilization and so on.

Operation Path
Open in order: “System Maintenance > Device information”.

Interface Description
The product information interface is as follows:

Y

OSAN TELE

8 Port Isolated Modbus TCP Terminal Server

UIP

Overview > Device Information Metwork Infermation

Overview

Device name ModbusGatewsy

SC10EQEM I UTD
YBB1227000375

2023/02/23 01:04:50

3.0 4882023022300R3455F00000
SC10E0SM_I_U_TD

P
i";c CPU usage 330%
‘ o 15%u0

The main elements configuration description of device information interface:

Interface Element ‘ Description

Device name Network identity or device type of the device.

Running time Oday 1hour SMinute 33s
modbus gateway device
V3.2.0

Number of lans 2

Network Configuration Device model Description

Serial na. Hardware version

Communication Parameters
Device time
Protocol Setting Software version

Config version
SNMP
Alert Setting

System Monitoring

+ + + o+

System Manage

‘ 44% {E

Device model. Equipment model or name of the device.

Serial No.

Serial number of the device

Software Version

Software version information of the device.

Device time

The current device time display, synchronizes the local PC or NTP

server time.

Running time

Running time of the current device.

Description

Port information of the device.

Hardware Version

Current hardware version information, pay attention to the
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Number of lans

The network port number of the device.

CPU usage

CPU usage of the current device.

Memory usage

Memory usage of the current device.

2.2 Network information

Function Description
On the page of "Network information", user can check device network address information
and DNS server information.
Operation Path
Open in order: “System Information” > Network Information”.
Interface Description
Network information interface as follows:

Cwerview > Device Information Metwork Information

Lan1

IP configuration  Static IPVE configuration  Disable

IP address 192.168.1.254 IPVE address

Metmask 255.255.255.0 MAC address D0:22:6F:6B:AB:50
Gateway IPWE Gateway

Lan2

IP configuration  Static IPYVE configuration  Disable

IP address 192.168.5.254 IPVE address

Metmask 255.255.255.0 MAC address 00:22:6F:6B:AB:51
Gateway IPVE Gateway

OMS server

OHS1

Dh32

IPWE Primary DMNS server
IPWE Secondary DMNS server

The main elements configuration description of network information interface.

Interface Element ‘ Description

LAN1 LAN1 information bar

IP configuration Shows how the LAN 1 of the device gets the IP address.

Netmask Display device subnet mask.

MAC address Display device LAN 1 MAC address.

IP address Display LAN1 IP address.

Gateway Display LAN1 gateway address.

LAN2 LAN2 information bar
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IP configuration Shows how the LAN 2 of the device gets the IP address.
Netmask Display device LAN2 subnet mask.
MAC address Display device LAN 2 MAC address.
IP address Display LAN2 IP address.
Gateway Display LAN2 IP address.
DNS server DNS server information bar
DNS1 Display device main DNS server address.
DNS2 Display device backup DNS server address.

B
Note

The dual-port device or dual-IP mode displays the "Lan1" and "Lan2" columns. The
single-port device or single-IP mode displays only the "Lan1" column.
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3 Network Configuration

Function Description
On the “Network Settings” page, user can set the IP address and DNS address of this
device. The IP address of the device supports DHCP/BOOTP protocol dynamic acquisition
or manual static configuration.

B
Note

« Parts of dual-IP device provide two Ethernet ports, which can work in single IP mode
(redundant mode / switching mode ) or dual IP mode to meet the requirements of
various network environments.

« The configuration of single-IP device is the same with that of dual-IP device, except
the network address of single-IP device doesn’t support “Network Mode” and “Mode
Setting”.

Operation Path
Open: “Network Configuration”.
Interface Description 1: Single IP
Single IP interface is as below:

LAN mode Single IP w

Mode configuration @ Redundancy mode () Switch mode
LAM1

LAMNT IP conﬁguration 13 DHCP @ Static 13 BOOTRE

LAMN1 IP addrass 192 1668.1.254 10.0.0.2

LAN1 Subnet Mask 255 255 2550 2552552550
LANT Gateway 10.0.01

LAM1 IPVE configuration () auto () static @) Disable

LANT IPVE address 2002:dbs3:0:F100::1
LAN1 IPVE Prefid en D-128

LAN1 IPVE Gateway 2002:db3:0:f100::1
DMS settings

Primary DMS server

Secondary DMNS server 202.96.133.5
IP%& Primary DNS server

IPYE Secondary DMS server 2002:dbs:0:f100::1
LLDP configuration

Line (@ Enable () Disable

message transmission interval 30 532768

Interface Description 2: Dual IP
Dual IP interface is as below:
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Lan mede
LAMNT
e () DHCF (@) Stasic () BOOTP
LAMT IP sddress 192.168.1.254 10.0.0.2
LAM1T Subnet Mas 2052552550 255,255 2550
LAMT Gatzway 10.0.0.1
LAMT [P\ configuration () AUTO () Stafic (@) Disable
LAMT 1PV addmess 2002:4b3:0-F100::1
LAMT IPVE Prefdlen 0128
LANT IPVE Gateway 2002:db3:0F100::1
LAME
LAME IP configuration i DHCE () Stafic () BOOTP
LAMZ I[P sddress 10.0.0.2
LAMZ Subnet Mas 255,255 2550
LAME Gateway 10.0.0.1

LAMZ IPAE configuration
LAnE IPVE addiness
LAMZ 1PV Prefdlen

LAMNZ IPVE Gateway

i® auTo () Stssie () Disable
2002:db&:0-H00:1
0128

2002:db3:0:F100::1

OME settings

Primary DNS server

S=condary DMS samver 202881335
IPWE Primary OMNS sereer
IP\WE Seccndary DMS server 2002:db3:0-F100::1

LLDP cenfiguration

LLOP (® Enable | ) Dissbie

The main elements configuration description of network setting interface:

Interface Element ‘ Description

LAN Mode The network mode drop-down list of the device can be selected

as follows:

e Single IP: the device ports LINK1 and LINK2 are in the
same network LANZ;

e Dual IP: the device has dual IP and dual MAC addresses,
with port LINK1 in network LAN1 and port LINK2 in network
LAN2.

Mode Configuration | In the single IP mode, the operation mode of the equipment
network port can be checked as follows:
e Redundancy mode: Ports LINK1 and LINK2 are
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Interface Element | Description
redundant ports, which support link backup. One port is
in active state and one port is in backup state;
e  Switch mode: ports LINK1 and LINK2 are normal
Ethernet ports.

Connecting, Converting. Leading!

LAN1 LAN1 Configuration Bar
LAN1 IP | Configuration of network address of device LAN 1:
Configuration e Obtain an IP address automatically(DHCP): Obtain an IP

address, subnet mask, and gateway address
automatically from DHCP server.

e Manual setting: manually configure the IP address,
subnet mask, and gateway address.

e BOOTP: Automatically obtain IP address, subnet mask
and default gateway address from BOOTP(Bootstrap
Protocol) server.

LAN1 IP Address Manually set the IP address of the device LAN1, which is
192.168.1.254 by default.

LAN1 Subnet Mask. | Manually set the subnet mask of the device LAN 1, which is
255.255.255.0 by default.

LAN1 Gateway Manually set the gateway address of the device LAN 1.

LAN 2 LANZ2 configuration bar

LAN2 Configuration of network address of device LAN 2:

IP Configuration e Obtain an IP address automatically(DHCP): Obtain an IP

address, subnet mask, and gateway address
automatically from DHCP server.

e Manual setting: manually configure the IP address,
subnet mask, and gateway address.

e BOOTP: Automatically obtain IP address, subnet mask
and default gateway address from BOOTP(Bootstrap
Protocol) server.

LAN2 IP Address Manually set the IP address of the device LAN 2, which is
192.168.1.254 by default.

LAN2 Manually set the subnet mask of the device LAN 2, which is
Subnet Mask. 255.255.255.0 by default.

LAN2 Gateway Manually set the gateway address of the device LAN 2.

DNS Settings DNS Settings Bar

Primary DNS Sever IP address, for example: 202.96.133.4.

DNS Server

Secondary DNS Sever backup IP address, for example: 202.96.133.5.
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4 COM Settings

Function Description
On the "COM Settings" page, you can view and configure the baud rate, parity bit, data bit,
stop bit, flow control, interface type, FIFO function, RTS/DTR control and other parameters
of each serial port of the device.

Operation Path
Open: “COM Settings”.

Interface Description
COM setting interface as follows:

Communicstion Parameters

Refresh

Serial
Parity Data bits Ssop bits Flowe control Intarfzce FIFQ Op=rats

Hone g 1 None RS212 Enable
Nane & 1 None R5232 Enakle
Hone g 1 None RS212 Enable
Mone g 1 None RE21Z Enztle
Mone g 1 None RS232 Enatle
Hone g 1 None RS212 Enable
Nane & 1 None R5232 Enakle
Hone g 1 None RS212 Enable

EEEEERESR

The main elements configuration description of serial port setup interface:

Interface Element Description

Port Display the serial port number of the device.

Serial name Displays the name of the device.

Baud rate Displays the baud rate of the device’s serial port.

Parity Displays the parity bits of the device's serial Port.

Data Bits Displays the data bits of the device’s serial port.

Stop Bits Displays the stop bits of the device’s serial port.

Flow Control Displays whether the flow control function of the device’s serial

port is enabled.

Interface mode Displays the interface mode of the device’s serial port.

FIFO Display whether the FIFO function of the device’s serial port is
enabled.

Operate Click Edit to modify the parameters of the device’s serial port.

Click Edit in the serial port entry to modify the current serial port parameters.

Interface Description: Edit
Edit interface is as follows:


mailto:nfo@santelequip.com

San Telequip (P) Ltd.,

504,505 Deron Heights, Baner Road

Pune 411 045, India

Phone: +91-20-27293455, 9764027070, 8390069393
Email _: info@santelequip.com

ay
@ SAN TELEQUIP

Connecting, Converting. Leading!

Sernial port

Z2aud Rates
Parity
Data Bis

Stop Bits

Interface
FIFO

Zenal name

FlowContno

Apphy to port numiber

com

115200

ol LS
MNone
=

1
Mone
RS232
Enable

LI SEE SHE 4RE SRE SRE ¢

[l

Pt [lrz [rs (s
(dee [Jrr [Jre

l_t Selecta

Configuration description of main elements of the Edit interface:

Interface Element ‘ Description

Port number

Display the serial port number of the device.

Serial name

The text box of serial port name, which supports 1-32 letters
or numbers input, and can customize the name of the current

serial port.

Baud Rate

Choose baud rate of corresponding serial port. Unit: bps.
Options:
110/300/600/1200/2400/4800/9600/19200/38400/57600/1152
00

Parity

Select parity bits of corresponding serial number. Options:

¢ None
e Odd

e Even
e Mark
e Space

Data Bits

Select data bits of corresponding serial number. Options:
° 7 bits

° 8 bits

Note:

Data Bit supports 8 bits when the serial Port Mode is RTU;
Data Bit supports 7 bits or 8 bits optional when the serial Port
Mode is ASCII.
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Interface Element Description

Stop Bits

Select stop bits of corresponding serial number. Options:
° 1 bits
° 2 bits

Flow Control

Flow control is used in two data transmission speed of different
devices in the control of data flow technology to ensure that
two devices communicate with each other to avoid data loss.
Click the "flow control" drop-down list box, select the flow
control parameters, the options are:

e None

e RTS/CTS

¢ DTR/DSR
e  XON/XOFF

Interface

Determined by both hardware and software, options are as
follows:

e RS232

e RS485

e RS422

FIFO

Enable or disable the FIFO function, if the serial device does
not support data transceiver cache FIFO, FIFO function can

be disabled to avoid data transmission errors.

Apply to the above

setting to

Check the serial port check box to apply the current settings to

the specified serial port.
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5 Protocol Setting
About this chapter
Content Link
This Chapter 5.1 Mode
Error! Reference source not found. Slave ID Map
5.3 Priority Control
5.4 Advanced Settings
Error! Reference source not found. Error! Reference so
urce not found.Intelligent Commands
5.1 Mode

Function Description
In the “Mode Settings” page, users can configure the operation Mode of Modbus
RTU/ASCII device connecting to the serial port, and IP address of Modbus TCP device
connecting to the LAN, to achieve data conversion between Modbus RTU/ASCII and
Modbus TCP.

Operation Path
Open in order: "Protocol Setting > Mode".

Interface Description
Operation Mode interface as follows:

Protocol Setting = Maode Slave ID Map Priority Control Advanced settings Inteliigent Commands
Sanial port Ogperation Mode DEfgnabEd TeR Destination address Ogperate
RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
2 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
3 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
4 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
5 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
3] RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
7 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
] RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn

The main elements configuration description of mode settings interface:

Interface Element ‘ Description

Port numbers Display the serial port number of the device.

Operation Mode The operation mode of current serial port are as follows:
¢ RTU Master
e RTU Slave
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° ASCII Master
e ASCII Slave
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Designated  TCP | Display the specific TCP port number, packets from specific TCP

Port port will be routed to the serial port.

Destination Display the specific IP address, packets from specific IP address
address will be routed to the serial port.

Operate Click Edit to modify the parameters of the current serial port mode.

Click Edit in the serial port entry to modify the parameters of the current serial port mode.

Interface Description: Edit
Edit interface is as follows:

Senial port w

Operation mode RTU Slave | In BTU mode, tha seral podt data bits must be configured 35 8

Broadeast forward Enable b

Smart mods Enable hdl

Foll Intarval 1000 10-120000ms

Inter frame: delay o 10-500ms, 0 for disable

Fault-tolerant Mumiber 5 5-1200

Smart Command Aging Time |80 10-3800s

Resp Timeout 1000 10-120000m=

Designated TCP gort o 1-85533, O for disable

Destinstion address1 0.0.0.0 0 for disable

Destination address2 0.0.0.0 0 fior dizable

Aoy to port number _ R I': Rz :J F2 JI'__‘ P Ues
- L F? ] P& LIALL

Configuration description of main elements of the Edit interface:

Interface Element ‘ Description

Port numbers Display port number of current serial port.

Operation Mode The network mode drop-down list, select the device role

connecting to the serial port ,options as follows:

e RTU Master: the serial port connects to the Modbus RTU
master device.

e RTU Slave: the serial port connects to the Modbus RTU
slave device.

e  ASCII Master: the serial port connects to the Modbus ASCII
master device.

e ASCII Slave: the serial port connects to the Modbus ASCII

slave device.
Note:
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Interface Element | Description

« In slave mode, the device supports connecting up to 256

Modbus TCP Master devices at the same time.
« In master mode, the device supports connecting up to 128
Modbus TCP slave devices at the same time.

Smart Mode The drop-down list of smart mode can control the smart mode
status, options as follows:
e Disable
e Enable When the smart mode is enabled, the device will
study and memorize the received Modbus commands, then
sent the commands to corresponded slave device, and
save responses data for the master device to read.
Poll Interval In intelligent mode, the device learns the interval time of Modbus

command transmission actively, value range is 10--120000, the

unit is millisecond.

Fault-tolerant

number

The maximum number of consecutive errors received by the
master station that are tolerated and not reported during smart

command polling.

Smart Command

Aging Time

In intelligent mode, the device learns the aging period of Modbus

command actively, value range is 10--3600, the unit is second.

Resp timeout

The data response timeout time of Modbus slave device, value
range is 10-120000, in millisecond. The device will not wait for
the reply and continue to perform next option if it doesn’t receive

responses in specific time.

Inter frame delay

The delay time of the device transmits received data frames
from slave device to the upstream device. The configuration

doesn’t take effect when the value is 0.

Destination TCP
Port

In RTU/ASCIlI slave mode, Modbus demand designating
destination TCP port number will be forwarded to current serial
port by device route. Port value range is 1--65535.The

configuration doesn’t take effect when the value is 0.

Destination IP

address 1

In RTU/ASCII slave mode, Modbus demand designating
destination IP Address 1 will be forwarded to current serial port by
device route. The configuration doesn’t take effect when the value

is 0.0.0.0

Destination IP

address 2

In RTU/ASCII slave mode, Modbus demand designating

destination IP Address 2 will be forwarded to current serial port by
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Interface Element | Description

device route. The configuration doesn’t take effect when the value

is 0.0.0.0

Apply the above

setting to

Check the serial port check box to apply the current settings to

the specified serial port.

5.2 Slave ID Map

Function Description

On the “Slave ID Map” page, you can configure master and Slave ID Map information.

Slave ID Map supports two configuration modes include automatic route and manual

configuration. In automatic route mode, device will check connection style automatically,

and build route forwarding list to reduce manual configuration. In manual configuration

mode, device supports mapping between visual ID and real ID, therefore slave device can

still work normally without changing original ID.

Operation Path

Open “Protocol Setting > Slave ID Map” in sequence.

Interface Description

Slave ID Map interface screenshot

Frotocol Setting = Mods Slawz 1D Map Priority Condrol Advanced settiings Inteligent Commands
Auto device routing | Disable e
[ Add | [ Delete | [ Refresh |

0 Routing Connection Type  \firtusl ID <-> Real ID Destination Operate
[ Manusl Modbus seris T-taziat portl Edn
[ Manual Modbus serisl 2-d=-22-2 pori2 Edn
[ Manusl Modbus seris 332223 porid Edn
O Manual Modbus serisl 4-4=-x4-4 pors Edit
(N Manual Modbus seris EEemEE ports Edn
0 Manusl Modbus seris BgeaEs ] Edn
[ Manual Modbus serisl T-72-=7-T pori’7 Edn
m Manusl Modbus seris E-3eid poris Edn

Main element configuration instructions in Slave ID Map interface:

Interface Element | Description

Auto device routing

Automatic Route drop-down list, options as follows:
e Disable
¢ Enable Enable automatic route, device will probe

automatically and create route list.
Notice:
Switch from manual route mode to automatic route mode, you
can save or delete the current route list; Switch from automatic
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Interface Element | Description

route mode to manual route mode, the current list will be
deleted.

Routing Display the connection type of slave device, support two types
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include automatic and manual.

Connection type Display the connection type of slave device, support two types

include Modbus TCP and Modbus Serial.

Visual ID <-> Real Display real ID of slave device, and visual ID correspond to

ID master device.

Destination Display destination address Modbus requests.

Operate Click “Edit” button to modify the parameter information of current
item.

Click “Add” to add Slave ID Map item manually.

Interface Description: Add - TCP
The Add - TCP interface as follows:

Connection Type | TCP v

DestIP 11141

Destination Port 502 1-65535

Slave ID Start 1-247

Slave ID End 1-247, need to be greater than or equal to the starting slave ID

Slave ID offset (-248) -246, the sum of the start or end and the offset must also be between 1-247
Submit

Interface Description: Add - Serial
The Add - Serial interface as follows:

Connection Type | serial v

Destination Port 1 v

Slave ID Start 1-247

Slave ID End 1-247, need to be greater than or equal fo the starting slave ID

Slave ID offset (-248) -246, the sum of the start or end and the offset must also be between 1-247

Submit

The main elements configuration description of Add interface:

Interface Element ‘ Description

Connection type Slave device connection types drop-down list, and the options are

as follows:
e TCP:Modbus TCP;
e Serial:Modbus RTU/ASCII.

Dest IP Destination IP address that Modbus requests when slave device

connection type is TCP.

Destination port Destination port number that Modbus requests when slave device
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connection type is TCP, value range is 1--65535; Destination port
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number that Modbus requests when slave device connection type

is Serial, that is serial port number connected to slave device.

Slave ID Start The initial address of slave ID, value range is 1--247.

Slave ID End The end address of slave ID, value range is 1--247, end address

should be equal to or greater than initial ID.

Slave ID offset The offset between real ID and visual ID, and the value range is -

246-246.

Note:
Real ID = Visual ID + offset, visual ID range is 1--247.

5.3 Priority Control

Function Description
In “Priority Control” page, you can specify data priority that master device request, and data
transmission will according to specified TCP port, master address or data priority.
Operation Path
Open in order: "Protocol Setting > Priority Control".
Interface Description
Priority control interface as follows:

Profocol Setting = Maode Slave 1D Map Priority Control Advancad settings Intelligent Commands
Enable specified port | Disable w [ Submt | [ Refrech |

Speciied Master | Dizable w [ Submit |

Speciied Requsst | Dizable w [ Submit |

The main elements configuration description of priority control interface:

Interface Element ‘ Description

Enable specified port | Designated port enable drop-down list, can control port priority

status, options are as follows:

e Disable
e Enable
Specified Port Designated TCP port number when designated port priority is

enabled, the value range is 1024-65535.

Specified Master Designated master station drop-down list, can control data

priority status of master station, options are as follows:

. Disable
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Interface Element ‘ Description

e Enable Click “ Add” button to add IP address and serial
port connection of master station.
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Type Display the connection type of master device.

Definition Display the IP address and serial port connection of master
device.

Operate Click the "Edit" button to modify the designated IP address
information.

Specified Request Designated request drop-down list, can control priority status of

designated request, options are as follows:

e Disable

e Enable Click “Add” to add designated slave ID, function
code, command and other data request when designated
request is enabled.

Slave_id Display slave ID of designated request.

Function Code Display function code of designated request.

Data Display data of designated request.

Operation Click Edit to modify the parameters of designated request.

5.4 Advanced Settings

Function Description
In “Advanced Settings” page, you can configure device parameters such as listening port,
initial delay, response timeout and so on. See more details in 13 Modbus Settings.
Operation Path
Open in order: "Protocol Setting > Advanced Settings".
Interface Description
The advanced settings interface as follows:

Protocol Setting >  Mode  Slave IDMap  Priority Control ~ Advanced settings  Infeligent Commands
Inifial delay 0 0 - 30000 ms
Modbus TCP exception Enable v
Local listen port 502 1- 65535
Modbus TCP response fimeout 1000 10 - 120000 ms
Submit Refresh

The main elements configuration description of advanced settings interface:

Interface Element Description

Initial Delay The delay time of the first Modbus request send by device when

it's started, value range is 0-30000, in millisecond.
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Modbus TCP TCP Abnormal drop-down list, options as follows:
exception e Enable After TCP anomaly is enabled, device will report
anomaly automatically when it is transmitting request
demand and find slave device timeout or data losing.
e Disable
Local Listen port Modbus TCP listen port of device, value range is 1-65535, port
number is 502 by default.
Modbus TCP The response timeout time of Modbus RTU/ASCII slave device,
response Timeout value range is 10-120000, in millisecond.

5.5 Intelligent Commands

Function Description
In “Intelligent Commands” page, you can check Modbus demand learned by device

automatically.

Operation Path
Open in order: "Protocol Setting > Intelligent Commands".

Interface Description
Intelligent Commands interface is as below:

Protocol Seting = Miode Siave ID Map Priority Control Advanced setiings Inzeligant Commands
| Refresh |
Slawe ID Function Code Starting address & quantity Podl Interval Wirong Murnber

Configuration description of main elements of the smart command interface:

Interface Element ‘ Description

Slave ID Display slave ID information in the command.
Function Code Display function code in the command.
Address/Quantity Display start address and numbers in the command.
Poll Interval Display poll interval in the command.

Number of consecutive | The number of consecutive errors in smart command polling;
When polling is successful, the data is cleared to zero.

errors
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SNMP (Simple Network Management Protocol )is a network management standard
protocol widely used in TCP/IP networks. SNMP provides a way to manage devices by
running network management software on a central computer (or network management
workstation).

SNMP System consists of NMS (Network Management System), Agent Process,
Management Object and MIB (Management Information Base) four parts. Agent: Agent is
an agent process in the managed device, which is used to maintain the information data of
the managed device and respond to the request from the NMS, and report the
administration data to the NMS that sending the request.

6.1 SNMP Agent Settings

Function Description
In the "SNMP Agent Settings" page, the SNMP function can be enabled and disabled, and
other related parameters such as SNMP community name, version and user information
can be configured.

Operation Path
Open in order: "SNMP > SNMP Agent Settings".

Interface Description
SNMP agent settings interface as follows:

SHMP Agent Settings

SHMP () Enzhle (@ Dizable

Read community siring

\Wiite community string

Contact name

Loeation

SHMP agent wersion W . w3

Read only user nams

Read only suthentication mode Di=zable b
Read only passwoand
Read only privacy maode Disable b

Read only privacy

Readwnie user name

Readwriie authentication mede | Dizable il
Readwnie password

Read/wnie privacy mods sable il

Readwrite privacy

| Submit | | Refresh |

Main elements configuration description of SNMP agent settings interface:
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Interface Element Description

SNMP

The radio box of enable/disable SNMP function, the options

are as follows:
. Enable
. Disable

Read community string

The text box of readable community name, supporting 0-32-bit
character string input. The readable community name is used

for authentication of Get operation between Agent and NMS.

Write community string

The text box of writable community name, supporting 0-32-bit
character string input. The writable community name is used
to complete Set operation authentication between Agent and
NMS.

Contact name

The text box of SNMP contact information, which supports 0-

32-bit character string input.

Location

The text box of position information, which supports 0-32-bit

character string input.

SNMP agent version

The check box of the SNMP agent version, which supports
optional v1, v2 and v3 versions. Compared with v1/v2, version

v3 mainly adds authentication and encryption.

Read only user name

The text box of read-only user name, supporting 0-32-bit

character string input.

Read only user

Authentication Mode

The drop-down list of read-only user authentication mode, the
options are as follows:

e Disable

e MD5: message digest algorithm 5;

e  SHA: Secure Hash Standard.

Read-only password

The text box of read-only user authentication key, supporting

0-32-bit character string input.

Read-only privacy

Mode

The drop-down list of read-only user data encryption mode, the
options are as follows:

e Disable

e DES_CBC: The system encrypts the data by using the

cipher group link code of the data encryption standard.

Read-only privacy

Read-only user data encryption key text box, supporting 0-32

bit character string input.

Read/Write user name

The text box of read/write user name, supporting 0-32 bit

character string input.
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Interface Element Description

Read/Write-user

Authentication Mode

The drop-down list of read/write user authentication mode, the
options are as follows:

e Disable

e MD5 (message digest algorithm 5);

e  SHA: Secure Hash Standard.

Read/Write-user

Password

The text box of read/write user authentication key, supporting

0-32-bit character string input.

Read/Write-user

privacy Mode

The drop-down list of read/write user data encryption mode,

the options are as follows:

e Disable

e DES_CBC: The system encrypts the data by using the
cipher group link code of the data encryption standard.

Read/Write-user

privacy

The text box of read/write user data encryption key, supporting

0-32-bit character string input.
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About this chapter

This Chapter 7.1 Mail Alarm Configuration
7.2 SNMP Trap Alarm Configuration

7.3 System Alert Settings

7.1 Mail Alarm Configuration

Function Description
On the "mail Alarm configuration” page, user can configure the sender, recipient, mailbox

server and other parameters. The system can inform the change information of power
connection, warm start, cold start, LAN port connection, serial DCD and DSR signals of the
device by mail.

Operation Path
Open in order: "Alarm Configuration > Mail Alarm Settings".

Interface Description
Mail Alarm Settings configuration interface is as follows:

E-mail Adert

Mail server (SMTF)
Post numbers

Auth type [Cirder ]

My server requires authentication |
Uszr name

Password

From e-mail address

To e-rall address 1

To e-rnail address 2

To e-rnall addness 2

To -zl addness 4

Submit | | Refrssh |

Main element configuration instructions in Disable Mode interface
Mail server(SMTP) Mailbox server address using SMTP simple mail transfer
protocol provided by mailbox service provider, and mailbox

server address used by sender when sending mail.

Port numbers Port number of mailbox server.
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Interface Element ‘ Description
Auth type The drop-down list of authentication method, the options are as

follows:

e Plaintext;

e  SSL: encryption protocol of Secure Sockets Layer;

e  TLS: encryption protocol of Transport Layer Security.

My server requires | The check box of mailbox server authentication. Check the
authentication configuration according to the authentication requirements of

mailbox server.

Username The user name of the sender's mailbox server.
Password Login password or authorization code of sender's mailbox
server.

From E-mail address | The email address from which the sender sends a warning

message.

To e-mail address 1 The input text box of Address 1 which is used to fill in the email

address of receiving alarm mails.

To e-mail address 2 | The input text box of Address 2 which is used to fill in the email

address of receiving alarm mails.

To e-mail address 3 | The input text box of Address 3 which is used to fill in the email

address of receiving alarm mails.

To e-mail address 4 The input text box of Address 4, which is used to fill in the email

address of receiving alarm mails.

7.2 SNMP Trap Alarm Configuration

Function Description
In the SNMP Trap Alarm page, you can configure the IP address or domain name of the
server that receives SNMP Trap information.
Operation Path
Open in order: "Advanced Config > SNMP Trap Alarm Configuration".
Interface Description
The SNMP Trap Alarm Configuration interface as follows:
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SHMP Trap

SNMPF trap server IP or domain name
Trap version ® i v2e

Trap community

Submit Refresh

The main elements configuration description of SNMP Trap alarm interface:

Interface Element Description

SNMP trap server IP The text box of IP address or domain name of SNMP Trap
or domain name server. The server is used to receive SNMP Trap information

sent by devices.

Trap version The radio box of SNMP Trap version, which supports optional

vl and v2c versions.

Trap community The text box of SNMP Trap community name, which specifies

SNMP community name.

7.3 System Alert Settings

Function Description
In the "System Alert Settings" page, the alarm type of system events can be configured.

Operation Path
Open in order: "Alarm Configuration >System Alarm Settings".

Interface Description
System Alert Settings interface is as follows:
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Ewvent

Sysiem avent

Event S=ttings

5}'5’5“‘1 esEnT 33arm

Cold start

Warm start

IP changed

Ethern=t 1 link down
Ethernat 2 link down

Console(web/tex) login auth fail [ trap [ mail [ syzieg

Paszword chanped
Time synchronization
htp connection failure
E-mail sanding fzilure
Firrmware upgrade
Configuration changed
Configuration emport

Configuration expont

— —

|l trap |_ mail ] syslog

— —

|l trap |_ mail ] syslog

| trap |_ mail ] syshog

(D trap [ mail [] syskeg

() enail [ syslog

() enail [ syslog

[_) =yslog
[ =yslop
] =yslop
] =yslop
] =yslop
[_) =yslog
[ =yslop

| Submit

| | Refresh |

Main elements configuration description of system alarm interface:

Interface Element ‘ Description

System event | System event alert configuration bar
alert
Event System event alert types, shown as follows:

e  Cold start: device will send alarm after it is powered off and
restarted.

e  Warm start: In the case of uninterrupted power supply, the
device will send alarm after restarting the device via the
Web or CLI configuration.

e Ethernet 1 link down: device will send alarm when lanl
loses connection.

e Ethernet 2 link down: device will send alarm when lan2
loses connection.

e Consle (web/text) login auth fail: Login Failed: device will
send alarm when web login password authentication fails.
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Interface Element | Description

IP changed: device will send alarm when “Network
Configuration” is modified.

Password changed: device will send alarm when “User
Configuration” is modified.

Time synchronization: device will send alarm when “Time
Setting” is modified.

NTP Connection Failure: device will send alarm when NTP
sever connection fails.

E-mail Sending Faileure: device will send alarm when mail
sending fails due to network or other problems.

Firmware Upgrade: device will send alarm when the
firmware is upgraded.

Configuration changed: device will send alarm when part of
webpage configuration is  modified.

Configuration Import: device will send alarm when
configuration file is imported.

Configuration Export: device will send alarm when
configuration file is exported.

System event

alarm

System alert mode check box, the options are as follows:

Trap: after checked, device will send SNMP Trap message
for alarm according to “SNMP Trap Alarm Configuration”
information when the corresponding system event sends an
alarm.

Mail: after checked, device will send mail for alarm
according to “Mail Alarm Configuration” information when
the corresponding system event sends an alarm.

Sys log: after checked, device will record alarm message in
“System Log” information when the corresponding system
event sends an alarm; device will send log message for
alarm to remote syslog if it is enabled.
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About this chapter

This Chapter 8.1 Routing Table

8.2 System Log

8.1 Routing Table

Function Description
In “Routing” page, you can see the current route information.
Operation Path

Open in order: “System Status > Routing".

Interface Description
Routing interface Screenshot:

Routing

Current Routing

Auto refresh &

Iface Destination Gateway/HA Netmask Metric Flag Use
etn0.1 192.168.1.0 0.0.0.0 255.255.255.0 0 u 0
eth0.2 192.168.8.0 0.0.0.0 255.255.255.0 0 u 0

The main elements configuration description of routing interface:

Interface Element ‘ Description

Iface Display the interface name of physical network.

Destination Display the IP address of destination host or the network address

of destination routing.

Gateway/HA Display gateway IP address orthe IP address of next hop router .
Netmask Display the subnet mask of destination network.
Metric Display the router hops from source terminal to destination
terminal.
Flag Display routing status, valid status is:
° U:UP
° D:DOWN

e G: Route to gateway
e H: Route to host computer
e T: Routing settings

¢ R:RIPis dynamic
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Description

Interface Element

Use The quantity of data packet which is sent correctly via the router.

8.2 System Log

Function Description
On the "System log" page, you can view the log information of the device and upload the
log information to the syslog server. During the operation of the device, the system will
record all kinds of situations in operation, thus forming log information. The log information
is mainly used to check the running status of device, analyze the status of network and
locate the causes of problems, and provide basis for system diagnosis and maintenance.
The generated log information can be saved on the device, and the log information can be
output to the log server by using syslog protocol.

Operation Path
Open in order: “System Management > System Log”.

Interface Description
System log interface as follows:

System Log

Model Enable (® Disable

Message type ® UDP TCP

Ip 192.168.1.2

Port 514

Syslog severity | LOG_EMERG v
Submit Refresh

Log information

Dec 31 16:00:02 127 kernel: Booting Linwx on physical CPU 0x0

Dec 31 16:00:02 127 kernel: Linux version 4.4.179 (dnsoft1@dnsoft1) {gcc version 4.8.5 (Buildroot 2016.11.1-svn29) )
#1 PREEMPT Mon Dec 7 12:54:47 UTC 2020

Dec 31 16:00:02 127 kernel: CPU: ARMS25EJ-S [41069265] revision 5 (ARMvSTEJ), cr=00053177
Dec 31 16:00:02 127 kernel: CPU: VIVT data cache, VIVT instruction cache

Dec 31 16:00:02 127 kernel: Machine: NUC930

Dec 31 16:00:02 127 kernel: Memory policy: Data cache writeback

Dec 31 16:00:02 127 kernel: Built 1 zonelists in Zone order, mobility grouping on. Total pages: 32512
Dec 31 16:00:02 127 kernel: Kernel command line: console=ttyS0,115200n3

Dec 31 16:00:02 127 kernel: PID hash table entries: 512 (order: -1, 2048 bytes)

Dec 31 16:00:02 127 kernel: Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)

Dec 31 16:00:02 127 kernel: Inode-cache hash table entries: 8192 (order: 3, 32768 bytes)

Dec 31 16:00:02 127 kernel: Memory: 106440K131072K available (3770K kernel code, 257K nvdata, 1162K rodata,
18004K init, 213K bss, 24632K reserved, 0K cma-reserved)

Dec 31 16:00:02 127 kernel: Virtual kermel memory layout:

Dec 31 16:00:02 127 kernel: vector : 0xfF0000 - 0xfF1000 ( 4 kB)

Dec 31 16:00:02 127 kernel: fixmap : 0xfc00000 - 0xfF00000 (3072 KB)

Dec 31 16:00:02 127 kernel: vmalloc : 0xc&300000 - 0200000 ( 830 MB)

Dec 31 16:00:02 127 kernel: lowmem - 0xc0000000 - OxcB000000 { 128 MB)

Dec 31 16:00:02 127 kernel: modules - 0xbf000000 - Gec00D0000 ( 16 MB)

Dec 31 16:00:02 127 kernel: text - 0xcO008000 - Oxc04dafGc (4940 kKB)

Dec 31 16:00:02 127 kernel: _init - 0xc04db000 - Gxc1670000 (18004 KB)

Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:
Dec 31 16:00:02 127 kernel:

_dafa : Oxc1670000 - Oxc16b0420 [ 258 kB)

_bss : 0xc16b0420 - Dxc16e5860 ( 214 kB)

SLUB: HWalign=32, Order=0-3, MinObjects=0, CFUs=1, Nodes=1
Preemptible hierarchical RCU implementation.

Build-time adjustment of leaf fanout to 32.

NR_IRQS:545

clocksource: nuc880-timers: mask: OxAiT max_cycles: D« max_idle_ns: 62215505635'
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The main elements configuration description of system log interface:

Interface Element ‘ Description

Mode System log server configuration type, which can be checked as
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follows:

e Enable: when enabled, the system log will be saved to the
remote system log server.

e Disable: Disable the syslog server function.

Message Type System log information transmission protocol, which can be

selected as follows:

e  TCP: system log information is sent to the log server by
TCP protocol. TCP (transmission control protocol),
connection-oriented and reliable transmission-layer
communication protocol;

e UDP: the system log information is sent to the log server
by UDP protocol. UDP (user datagram protocol),
connectionless-oriented transmission-layer communication

protocol.
IP IP address of the syslog server.
Port The port number of syslog server, and the default port of syslog

protocol is 514.

Log Level The level of system log can be selected as follows:

e LOG_EMERG: extremely urgent error;

e LOG_ALERT: an error that needs to be corrected
immediately;

e LOG_CRIT: a more serious error;

e LOG_ERR: An error occurred,;

e LOG_WARNING: warning, there may be some error;

e LOG_NOTICE: information to be noticed;

e LOG_INFO: general prompt information;

¢ LOG_DEBUG: debug information.

Configuration Instance
"Visual Sys log Server" is a free open source software for receiving and viewing syslog
messages. At present, the host with "Visual Sys log Server" installed is used as the system
log server, and the IP address of the host is 192.168.1.101. The device transmits log
information to the host server through TCP protocol. The configuration steps are as follows:

Step 1 Log in to the device WEB interface.

Step 2 On the "System log" page, configure relevant parameters, as shown in the following figure:
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System Log

Model ® Enable () Disable

Message type UDP (® TCP

Ip 192.168.1.101

Fort 514

Syslog severity LOG_EMERG v

Submit Refresh

1 Check “Enable” in the “Model” checkbox;
2  Check “TCP* protocol in “Message Type” checkbox;
3 In the IP text box, enter the IP address "192.168.1.101" of the server.
4

protocol is 514;

In the "Port" text box, enter the port number of the server, and the default port of syslog

5 Inthe “SyslLog severity” drop-down list, select “LOG_EMERG”;

6  Click “Submit” button.

Step 3 Run "Visual Syslog Server" on the host to complete the configuration of relevant

parameters, as shown below.

B8 Visual Syslog Server 1.6.3

A 8 £ . B
Setup Font Processing  Highlighting Goto new
Display
View file | syslog v
Message filtering  |= All messages match
Displaying 0 messages
Time P Host Facility Priority Tag Message

UDP 192.168.1.101:514 TCP 192.168.1.101:514 [1]

x

- [m}
View file Clear About Terminate

Q ¢

1  Click the "Setup" button, as shown in the above figure;
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Setup d

Main  Files  E-mail

UDP syslog server

[C]Enable UDF listener

UDP listener interface and port 0.0.0.0 v| |54

TCP syslog server

Enable TCP listener

TCP listener interface and port 192.168,1.101 w | |5 14

Launch
[ Automatic start with windows
Highlighting

[~ 30 il

Working
[Jwirite all received messages to a file "raw” for diagnostic purposes

[ Ireceive messages encoded in UTFS

of oK & cancel

2 Onthe "Setup" page, in the Main configuration area, check "Enable TCP Listener", as
shown in the above figure;
3  Select the IP address "192.168.1.101" and port number "514" of the server from the
"TCP listener interface and port" drop-down list;
4 Click “OK” button.
Step 4 Check the log information in the "Visual Syslog Server" configuration interface, as shown

in the following figure.
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B8 Visual Syslog Server 1.6.3

G AR Q.

Setup Font  Processing  Highlighting

% b e

»Qf\@ﬂ

Jan 105:01:01 192.168.1.253 |SC10E320

feqifa77]

UDP: server disabled TCP 192.168.1.101:514 [1]

Goto new More Wiew prev Wiew nexdt View file Clear About Terminate
Display
view file | syslog R
Message fitering || All messages match
Displaying 4 messages
Time i Host Fadlity Priority Tag Message
Jan 1045247  192.168.1.253 SC10E320 daemon warning fegil377] [17567.333414) [FUNC:cgl_network_get, Line:815]: read : fetc/config/network.conf
Jan 104:53:10 192.168.1.253  SC10E320 daemon warning fegila77) [17590. 163551] [FUNC:cgi_network_get, Line:815]: read : Jetc/config/network.conf
Jan 104:58:57 192,168.1.253 | SC10E320 daeman warning fegi[977] [17937. 130793] [FUNC:cgi_network_get, Line:819]: read : fetc/canfig/network. conf

[18061.666033][FUNC:cal_network_get, Line:819]: read : fetc/config/network.conf

Step 5 End.
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About this chapter

Content Link

This Chapter 9.1 Device Information

9.2 Time Setting

9.3 Remote

9.4 User

9.5 IP Address Filtering

9.6 Mac Address Filtering

Error! Reference source not found. Route Table
9.8 ARP

9.9 Diagnostic

9.10 System Management

9.1 Device Information

Function Description
In the “Device Information Configuration” page, you can configure the device name, device
description, and maintenance contact information.
Operation Path
Open in order: "System Management > Device Information ".
Interface Description
The screenshot of device information interface:

Dievice Information

Device model | SC1DEDSM | UTD

Device name  ModbusGatewsy

Diescripdion modbus gateway device
Serial no. YBB1227000375
Contact

[ Submit | [ Refresh |

The main elements configuration description of device information interface:

Interface Element ‘ Description

Device model Device model information, the input box is grayed and cannot be

entered by default.

Device name Enter the device name in the “Name” text box. To identify each

device in the network, give the device a different name.

Description Enter the device description in the “Description” text box.

Serial no. Device serial information, the input box is grayed and cannot be



mailto:nfo@santelequip.com

San Telequip (P) Ltd., DY

504,505 Deron Heights, Baner Road
Pune 411 045, India @ SAN TELEQUIP

Phone: +91-20-27293455, 9764027070, 8390069393
Email _: info@santelequip.com

Interface Element | Description

entered by default.
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Contact Enter the contact information of the equipment maintenance

personnel in the "Contact information” text box.

9.2 Time Setting

The full name of NTP protocol is Network Time Protocol. Its destination is to transmit
uniform and standard time in international Internet. Specific implementation scheme is
appointing several clock source websites in the network to provide user with timing service,
and these websites should be able to mutually compare to improve the accuracy. It can
provide millisecond time correction, and is confirmed by the encrypted way to prevent
malicious protocol attacks.

Function Description
On the "Time Settings" page, user can configure the device time and NTP server
information.

Operation Path
Open in order: "System manage > Time setting".

Interface Description
Time setting interface as follows:

Time Setting
Time Zzone (GMT+0&:00)Beiling, Chongging, Hong Kong, Urumgi v
Local time 2005 {01 {101 00 221 - 03 Changed

Time server ntp.aliyun.com

Submit Fefresh

The main elements configuration description of time settings interface:

Interface Element ‘ Description

Time zone Time standard of different global regions.

local Time The device's own time. Click the "Change" button to manually
modify the device time or synchronize it to the current computer
time.

Time Server IP address or domain name of NTP server. The device will

automatically synchronize NTP server time.

9.3 Remote Administration

HTTPS (full name: Hypertext Transfer Protocol over Secure Socket Layer) is an HTTP
channel targeted for security, which in short is a Secure version of HTTP. HTTPS provides
data encryption services to prevent the attacker to intercept the transmitted message
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between the Web browser and web server, obtain some sensitive information, such as
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credit card numbers, passwords, etc.
The full English name of SSH is Secure Shell. SSH is the security protocol based on the
application layer and transport layer. Telnet is transmitted in plaintext, while SSH is
transmitted in ciphertext, which is more secure. SSH is a currently reliable protocol that
provides security protocol for remote login sessions and other web services. Using SSH
protocol can effectively prevent information leakage in the process of remote management,
and can also prevent DNS and IP spoofing. In addition, the transmitted data is compressed
so that the transmission speed can be increased.

Function Description
On the "Remote Administration" page, access methods such as TELNET, HTTP, HTTPS
and SSHD can be restricted.

Operation Path
Open in order: "System Management > Remote Administration”.

Interface Description
The remote administration interface is as follows:

Remote Administration

Telnet service ® Enable Disable

HTTP ® Enable Disable

HTTPS ® Enable Disable

SSHD service ® Enable Disable
Submit Refresh

The main elements configuration description of remote administration interface:

Interface Element ‘ Description

TELNET Service TELNET service function status, the options are as follows:
e Enable;

° Disable.

Note:

When enabled, the TELNET client can access the CLI interface
of the device.

HTTP Device HTTP protocol function status, options are as follows:
e Enable;

e Disable.

Note:

When enabled, when using HTTP to access the WEB interface,
the format is HTTP://192.168.1.254, and the address is the IP
address of the corresponding device.

HTTPS Device HTTPS protocol function status, options are as follows:

. Enable;
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Interface Element ‘ Description
e Disable.
Note:
When enabled, when using HTTPS to access the WEB
interface, the format is HTTPS://192.168.1.254, and the
address is the IP address of the corresponding device.

SSHD service SSH service function status, the options are as follows:
e Enable;
e Disable.
Note:
When enabled, the SSH client can access the CLI interface of
the device.

9.4 User Management

Function Description
In the "user configuration” page, users can add and delete users freely. Users need to
access the device by login with user name and password. The initial user name and
password are both: admin.

Operation Path
Open in order: "System Management > User Management”.

Interface Description
The interface of user management is as follows:

User Management
Add Delete Refresh
MName User rights Operate
admin Adminisfrator Edit

The main elements configuration description of user configuration interface:

Interface Element ‘ Description

Name Identification of the visitor.

Note:
User names and passwords can support up to 32 characters.

User rights The user's access rights are shown as follows:

e Administrator: has administrator authority and can
configure parameters of device;

e General user: has viewing authority, and can view device
configuration parameters and network diagnosis

operations.

Operate Click Edit to modify the password and user rights of the current

user.
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Function Description
Users can limit the ongoing access or connected host IP address and subnet mask via
setting access rules on the "IP Address Filtering" page.
Operation Path
Open in order: “System Management> IP Address Filtering”.
Interface Description
IP Address Filter interface as follows:

IP Address Filtering
IP Address Filtering  (®) Enable Disable
Operation mode Blacklist T
Number Status IP address Subnet mask
1 Disable
2 Enable v 1.1.1.1 255 255.255.0
3 Disable
4 Disable v
5 Disable
6 Disable v
7 Disable
8 Disable
9 Disable
10 Disable
1 Disable
12 Disable
13 Disable ¥
14 Disable
15 Disable ¥
16 Disable
Submit Refresh

Main elements configuration instructions in IP Address Filtering interface:

Interface Element ‘ Description

IP address Filtering | Enable or disable IP filtering rules.

e Enable
e Disable
Operation Mode Set filtering rules for IP addresses.

e  White list: the IP address set in the filtering rule is allowed
to access the device.

e Blacklist: IP addresses set in filtering rules are prohibited
from accessing devices.
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Interface Element | Description
Notice:
« When the white list is enabled, IP addresses outside the white
list will not be able to access the device.
« If the IP address in the white list cannot access the device,
please clean the browser cache and access it again.
« When the blacklist is enabled, the IP addresses covered by
the blacklist will not be able to access the device.
Number Displays the IP address filtering rule number.
Status Enable or disable Filtering rules.
e Enable
e Disable
IP Address Set the IP address in dotted decimal format in the filter rule, such
as "192.168.1.61".
Subnet mask Set the subnet mask in dotted decimal format in the filter rule,
such as "255.255.255.0".

9.6 Mac Address Filtering

Function Description
On the "MAC Address Filtering” page, user can restrict the host MAC address to access or
connect by setting access rules.
Operation Path
Open in order: “System Management > MAC Address Filtering”.
Interface Description
MAC filter interface shown as follows:
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MAC Address Filtering
MAC Address Filtering Enable '® Disakble
Operation mode Whitelist v
Mumber Status MAC address
1 Disable
2 Disable
3 Disable
4 Disable v
5 Disable
6 Disable
7 Disable v
2 Disable
9 Disable
10 Disable
1l Disable v
12 Disable
13 Disable
14 Disable v
15 Disable
16 Disable
Submit Refresh

The main elements configuration description of MAC Filter interface:

Interface Element ‘ Description

Mac Address Enables or disables MAC address filtering rules.
Filtering e Enable

e Disable
Operation Mode Set filtering rules for MAC addresses.

e  White list: the MAC address set in the filtering rule is
allowed to access the device.
e Blacklist: MAC addresses set in filtering rules are prohibited

from accessing devices.
Notice:

« When the white list is enabled, MAC addresses outside the
white list will not be able to access the device.

« When the blacklist is enabled, the MAC addresses covered
by the blacklist will not be able to access the device.

Number Display the MAC address filtering rule number.

Status Enable or disable Filtering rules.
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Interface Element | Description
e Enable
e Disable
MAC address Set a six-byte hexadecimal MAC address within the filtering rules,
such as "00-22-6F-03-BD-52".

9.7 Route Table

Function Description
In “Route Table“ page, you can configure how to connect device with external network. In
the dual IP mode, the data egress interface can be specified via static routing configuration
when device is communicating across network segment. Device supports up to 32 routing
entries, every entry must provide gateway, destination address, subnet mask, egress
interface and other information.

Operation Path
Open in order: "System Management > Route Table".

Interface Description
The Route Table interface as follows:

Route Table

No  Gateway Destination Metmask Metric Iface

lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v

lan1 v

L R T

lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v
lan1 v

lan1 v

@

lan1 v

Submit Refresh

The main elements configuration description of static routing configuration interface:
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Interface Element | Description

No. The entry number of static routing table.

Gateway Gateway IP address or IP address of next hop router.

Destination The IP address of destination host or the network address of
destination routing.

Netmask Subnet mask of destination network.

Metric The number of routers from source terminal to destination
terminal is hop. Device will prioritize the routing forward of data
packets if more than one router is available to reach a given
destination.

Iface Network data egress, options are as follows:

e lanl
e lan2

Configuration Instance
Configure Modbus gateway static routing to communicate with PC A, PC B and PC C.
Suppose Modbus gateway LAN1 connects to routerl, and communicates with PC A,
Modbus gateway LNA2 connects to router2, and communicates with PC B/PC C via router3,
as the picture below.

LAN 1
TCP/AP :
LANZ | 49.10.10.100 20.20.20.200
RS 232/485/422
m Router 3
SR,
PCA
192.168.100.100 I I
SR, ™ — 3
PCB PCC
192.168.200.200 192.168.200.220
Note:

The device picture mentioned in above figure is only an example, and the actual

appearance of the device is subject to the device obtained.

Modbus gateway communicates with PC A, the network parameter is as follows:

e The IP address (LAN 1) of the Modbus gateway network Port 1: 10.10.10.10

e Routerl IP address (LAN 1) : 10.10.10.100

e PCAIP address: 192.168.100.100

Modbus gateway communicates with PC B and PC C, the network parameter is as follows:

e Configure the IP address (LAN 2) of the Modbus gateway network Port 2:
20.20.20.20
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When Modbus gateway communicates with PC A and crosses one router, the hop is 1, add
routing as entryl in the figure below. When Modbus gateway communicates PC B or PC
C, crosses two routers, the hop is 2, add routing as entry2 in the figure below.

Route Table

No  Gateway Destination Metmask Metric Iface

1 10.10.10.100 192.168.100.100 255.255.255.255 1 lanl v
2 20.20.20.200 192.168.200.0 2556.255.255.0 2 lan2 ¥
3 1 lan1 ¥
4 1 lan1 v
5 1 lan1 ¥
6 1 lan1 v

9.8 ARP Setting

Function Description
In “ARP Setting” page, you can enable free ARP function and set parameter of sending
period. Free ARP function can avoid the failure of communication due to device MAC
address being aged by switch or router.

Operation Path
Open in order: “System Management > ARP Setting”.

Interface Description
ARP Setting interface is as below:

ARFP Setting

Gratuitous ARP & Enable Disable
Send period 30 e.0.0(10-1000)s

Submit Fefresh

Main elements configuration descriptions of free ARP interface:

Interface Element ‘ Description

Gratuitous Setting Free ARP function status, options as follows:
e Enable
e Disable

Send period The interval time of sending Gratuitous ARP network packet,
10 in default, for example:10-1000s.
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9.9 Diagnostic

9.9.1 Ping

Function Description
On the "Ping" page, users can use the Ping command to check whether the network is
clear or the network connection speed. Ping demand utilizes the uniqueness of network
machine IP address to send a data packet to the target IP address, and then ask the other
side to return a similarly sized packet to determine whether two network machines are
connected and communicated, and confirm the time delay.

Operation Path
Open in order: “System Management > Diagnosis > Ping".

Interface Description
The interface of Ping is as follows:

Diagnosis > Ping Traceroute

|F address

Start

The main elements configuration description of Ping configuration interface:

Interface Element | Description

IP Address The IP address of the detected device, that is, the destination
address. The device can check the network intercommunity to
other devices via the ping command.

Ping Configuration:
Step 1 Fill in the IP address that needs ping in the IP address text box;

Step 2 Click the "Start” button to check the ping results;

Diagnosis > Fing Traceroute

IP address  |192.168.1.61

Start

PING 192 168.1.61 (192.158.1.61); 56 data bytes

G4 bytes from 192.168.1.61; seg=0 ttl=64 time=0.750 ms
64 bytes from 192.168.1.61: seg=1 ttl=64 time=0.342 ms
64 bytes from 192.1568.1.61; seq=2 ttl=64 time=0.859 ms
64 bytes from 192.1568.1.61: seq=3 ttl=64 time=0.850 ms

-—192.168.1.61 ping stafistics —
4 packets fransmitted, 4 packets received, 0% packet loss
round-trip minfavgimax = 0.750/0.825/0.859 ms

Step 3 End.
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9.9.2 Traceroute

Function Description
On the "Traceroute" page, users can test the network conditions between the device and
the target host. Traceroute sends the small data packet to destination device until it returns
and measures the time it needs. Each Traceroute will measure a route for three times.
Output result includes each test time (ms), device name (if exists) and the IP address.
Operation Path
Open in order: “System Management > Diagnose > Traceroute".
Interface Description
TRACEROUTE interface as follows:

Diagnosis > Fing Traceroute

IF address

Start

The main elements configuration description of Traceroute interfaces:

Interface Element Description

IP Address IP address of the destination device, fill in the IP address of the

opposite device that needs to be detected.

TRACEROUTE Configuration:

Step 1 Fillin the destination IP address in the "IP address" text box;

Step 2 Click the "Start" to see the results, as the picture below.

Diagnosis > Fing Traceroute

IP address  |192.182.1.61

Start

traceroute to 192 168.1.61 {192.168.1.61), 30 hops max, 38 bvie packets
1192.168.1.61 (192.168.1.61) 0.5333 ms

Note:
The above figure shows the time from the device to IP address 192.168.1.200, which takes
0.239ms after one hop.

Step 3 End.
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9.10 System Management

9.10.1 Configuration File

Function Description

On the " Configuration File" page, user can download and upload configuration file.
Operation Path

Open in order: “System Management > Configuration File”.
Interface Description

Configuration file interface is as follows:

System Management = Configuration File Restonz Software Upgrade Loader Upgrade

Password Please enter 4-18 characters
Save IP configuration [~ |
N

| Impot | | Expot |

The main elements configuration description of configure file management interface:

Interface Element ‘ Description

Save IP configuration When checked, the device can keep the current IP address

after importing the configuration file.

Select profile Select the path to uploadconfiguration file locally , click

"Select File" to select required configuration file.

Note:
Uploaded configuration files need to be exported by devices
of the same model.

Export Download the configuration file of the current device in the

format of. tar.

Note:

The downloaded configuration file will be saved in the
format of ".tar", which is encrypted, so please do not
decompress or modify it.

Import Upload configuration file.

=
Note

« After finishing update, the device will automatically open a new page to "System

Information”, and the uploaded configuration file will be valid after the device is reset.
« After uploading the configuration file, if the static IP in the configuration file and the
computer IP are not in the same network segment, the webpage cannot be opened.
« While uploading configuration file, if dynamic IP is used in the configuration file and
there is no DHCP server in the network segment, relative IP portion won't be
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updated.

« Do not click on or configure other WEB pages of the device or restart the device
when uploading configuration files or upgrading software. Otherwise, the
configuration file upload or software update will fail, or the device system will crash.

9.10.2 Restore
Function Description
On the "Restore" page, user can restore the device to default setting.
Operation Path
Open in order: "System management > Restore".
Interface Description
Restore interface is as follows:

System Management > Configuration File Restore Software Upgrade

Save |P configuration

Restore

The main elements configuration description of Restore Factory settings interface:

Interface Element Description

Save IP configuration When checked, the device can keep the current IP address

after restoring the factory settings.

Restore Click this button and the device will lose all existing

configurations and reverts to factory settings.

=
Note

Restoring factory value settings will cause all configurations to be in the factory state,
where the IP address is the static IP address "192.168.1.254", and the user name and
password default to "admin".

9.10.3 Software Upgrade

Function Description

On the Software Upgrade page, you can update and upgrade the device program.
Operation Path

Open in order: "System management > Software Upgrade”.
Interface Description

The software update interface as follows:
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Festore
Save IP configuration

Select file

Upgrade

System Management > Configuration File Resiore Software Upgrade

The main elements configuration description of software update interface:

Interface Element Description

Restore

When checked, the device will be restored to the factory
settings after upgrading. After unchecking, the
configuration parameters will be kept after the device

software is upgraded.

Save IP configuration

After the software upgrade is checked to restore the factory
configuration, the IP configuration can be checked to keep
the current IP address and other parameters will be

restored to the factory configuration.

Select file Select the path of the local upgrade file, and click “Select
file” to select the required configuration file.
Upgrade Click “upgrade” button to start the program upgrade.

B
Note

« Do not click on or configure other WEB pages of the device or restart the device or

power off the device when upgrading software. Otherwise, the software update will

fail, or the device system will crash.

« Maintain a reliable wired connection when upgrading.

« When the online upgrade is complete, the device will restart automatically.
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About this chapter

Content Link

This Chapter 10.1 RTU Master Mode

10.2 RTU Slave Mode

10.3 ASCII Master Mode

10.4 ASCII Slave Mode

10.5 Intelligent Commands and Automatic Route

10.6 Demand priority and TCP port / IP address route

10.1 RTU Master Mode

Background introduction
When the user needs to implement the Modbus RTU master device to communicate with
the Modbus TCP slave device, use the Modbus gateway device and set the device's
operating mode to RTU Master.

TCP Slave l

f Ethernet

RTU Master

Note:
The device picture mentioned in above figure is only an example , and the actual

appearance of the device is subject to the device obtained.

In RTU Master Mode, the RTU master device accesses the TCP slave device through the
gateway.

(1) RTU master device sends request to gateway;

(2) Gateway forwards request to TCP slave device;

(3) TCP slave device returns a response;

(4) The gateway sends back the response.
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@ Request

e
]

@ Request
_

RTU Master MODBUS

L |

TCP Slave

Device

Device Gateway

@) Response @ Response
The parameters of the RTU master are as follows:
e  Communication port: COM1
e Baudrate: 115200
e Parity bit: None
e Databit: 8
e Stophit: 1
Gateway parameter information as follow:
e IP address: 192.168.1.254
The parameters of the TCP slave are as follows:
e IP address: 192.168.1.61
e SlavelD:1
e TCP port number: 501
Configuration Steps

=]
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM1 serial port of the Modbus
gateway using a cable or a converter.

Step 2 Connect the network port of the computer and the network port1 of the Modbus gateway
using a Ethernet cable.

Step 3 Configure the IP address of the Modbus gateway.
1 Login in the Web configuration interface, choose "Network Setting".
2 In the "LAN1" area, enter the "IP address", "Subnet Mask" and "Gateway address"

corresponding to the Modbus gateway.
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Metwork Configuration

LAM mode
LAMT
LAMN1 IF configuraticn

Dual [P w

i) DHCP (® Static

() _BOCTP

LAMN1T IP address
LAMN1T Subnet Mask
LAMNT Gatewsy

192.165.1.254
2552552550

LAM1 IPAE configuration
LAMT [PVE sddress
LaM1 1PV Prefod en
LANT [PV Gateway
LAMZ

LAMNZ P configuraticn
LAME [P address

LAME Subnet Mask
LAMNZ Gatewsy

LAMZ IPAE configuration
LAaMZ [PVE sddress
LAaM2Z [PVE Prefl en
LAMNZ IPAE Gateway
ONE sefiings

Primary DNS server
Secondary DMS server
IPVE Primary OMS server

™

i) AUTD () Stasic

i) DHCF @) Static
192 168 8,254
2552552550

N '\.

[} AUTD () Stafic

8 Disable
2002:4b&:0:H100:-1
0128

2002:dba:0:f100::1

) BOOTP

@ Cizable
2002:4b8:0:H100::1
0-128

2002:dba:0:f100::1

202881335

3 Other parameters remain the default, click "Submit".

Step 4 Configure the operation mode and slave ID of the Modbus gateway.

1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.
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Protocol Setting = Maode Slave ID Map Priority Control Advanced setings Inteliigent Commands
] ] Designated TGP o
Sanial port Operation Mode Destination address Operate
RTU Slave i 0.0.0.0 - 1.0.0.0

z RTU Slave i 0.0.0.0 - 1.0.0.0 Ean

3 RTU Slave i 0.0.0.0 - 1.0.0.0 Ean

4 RTU Slave i 0.0.0.0 - 1.0.0.0 Ean

5 RTU Slave i 0.0.0.0 - 1.0.0.0 Ean

& RTU Slave i] Ean

T RTU Slave i] Ean

] RTU Slave ] Ean

3 In the edit window of serial port1, configure mode as “RTU Master”, as the picture

below.

- Click the “Operation Mode” drop-down list and select “RTU Master”.

- Click “Submit” button.

Serial port 1 il

Crperation mode b

Broadeast forward = A

Smart mode il

Poll Intzrval

Inter frame delsy D

Fauh-tolerant Mumber 3

Smar Command Aging Time &0

Resp Timeout 1000

Designated TCP port D

Destination address1 0.0.0.0

Dessination address2 0.0.0.0

Apply to port number F O p2 Qe
Ol pe [ F7 O re

‘Submit

n RTU mode, the senial port dats bits must be configured as 8

10-120000ms

10-500rms, 0 for disable

51200

10-3800s

10-120000ms

1-8:5534, O for disable

0 for disable

0 for disable
) pe
CJaLL

CJ Fs

4 Select “Protocol Setting > Slave ID Map”, and enter “Slave ID Map” page.

5 In*“Slave ID Map” page, click "add" button, as the picture below.

Protocol Setting > Mode Slave ID Map Priority Control Advanced settings Intelligent Commands
Auto device routing | Disable r
| Add || [ Delete | | Refrash |
Connection
[ Routing - Virtual ID =-= Real ID Destination Qperate

6 In “Add” window, fill in slave station information, as the picture below.
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Connection Type | TGP w
Dest IP 1111
TCF port 502 1-85535
Slave 1D Start 1-247
Slave ID End 1-247, ne=d to be grester than or equal to the staring slave 1D
Slave 1D offszt (-248) -248, the sum of the start or end and the offset must also be betwesn 1-247

- Click "Connection type" drop-down list, select "TCP” connection.
- Enter the host PC's IP address "192.168.1.61" in the “Dest IP” text box.
- Enter the port number "501" of the host in the "Dest Port" text box.
- Enter slave ID start number "1" in the "Slave ID Start" text box.
- Enter "1" in the "Slave ID END" text box.
- Enter "0" in the "Slave ID Offset" text box.
- Click “Submit” button.
Step 5 Configure the serial port parameter information.

1 Log in to the Web configuration interface and select "Serial Settings".

2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.

‘Communication Parameters
Senal
Serial nams Band rate Parity Data bits Stop bits Floww control Interface FIFO Operats.
pont
1 coml 115200 Mone ] 1 MNaone RS232 Enatle I Edit I
2z com2 115200 None g8 1 None R5222 Enatle ]
3 com3 115200 None g8 1 None R5222 Enatle Edit
4 comd 116200 None 3 1 None RE232 Enztle Edit
5 coms 115200 MNone ] 1 Nong RE222 Enatle Edit
L] comf 115200 Mone ] 1 MNaone RS232 Enatle Edit
7 com? 115200 None ] 1 None RS232 Enable Edit
g com3 115200 None g8 1 None R5222 Enatle Edit

3 Set the “BaudRate”, “Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM

Parameter” option box.

Serial port 1 i
Serial name comi

Baud Rate 113200 il
Farity Mone i
Diats Bis 8 bl
Stop Bits 1 w
FlowControl Mone W
Intzfzce RS232 W
FIFO Enable b

Pt (e ez [lpe [es
Apply to port number (e [JPF7 [ PE
[ selecta
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4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1 Open “Modbus Slave” software, click "Setup > Slave Definition".

2 Enter "" in the "Slave ID" text box.

Slave Definition -
Slave D:
o | 03 Holding Register [4 w
Function: olding Reagister [4x] Cancel

Address: I:I
Cluartity:

Wig
Raws

@10 O20 (080 (100 O Fitto Quantity

[] Hide &lias Columns []PLEC Addresses [Basze 1]

Error Simulation

[ ] 5kip rezponse [ ] Insert CRCALRL emror
[Mat when using TCP/P]

EI e rzspe s Disteny [ ] Retum exception OF, Busy

Other parameters remain the default, click "OK".

Click " Connection > Connection Setup ".

Click the "Connection" drop-down list box and select "Modbus TCP/IP".

Enter the TCP slave IP address "192.168.1.61" in the "IP Address" text box of the
"TCP/IP Server" area.

7  Enter the TCP slave port number "501" in the "Port" text box of the "TCP/IP Server"

o o b~ W

area.
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Connection Setup

>

Connection

Modbus TCR/AP w

Senal Settings
COk3
Mode
RTU (1 ASCIH

115200 Baud
a Drata bitz
Flava Contral

M aone Parity DsR LTS

1 Stop Bit

TCPAP Server

RTS Toggle

Canicel

IP Address

Fart

|1EIE.1EB.1.E:1

v| 501

[ ]&ny Address (;) [P
[ ]lgrore Urit 10 () IPvE

8  Other parameters remain the default, click "OK".

9  Run the “Modbus Poll” software, click "Setup > Read / Write Definition".

10 Enter "1" in the "Slave ID" text box.

Read/Write Definition

Slave ID:

Function: | 03 Aead Holding Registers [4x] ~

[luantity:
Scan Rate: [ms]

Dizable
] Readwiite Disabled

[ ] Disable on ermar

Wi
R o

Addrezs: I:I Frotocol addrezs. E.g. 400117 -= 10

@10 20 (080 (100 O Fitta Quantity

[ ] Hide &lias Columns []PLC &ddresses [Base 1]
[]address in Cell [ ] ErrondD aniel Mode

ot

Cancel

Apply

Read ke Onoe

11 Other parameters remain the default, click "OK".
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12 Click " Connection > Connection Setup ".
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13 Click the "Connection" drop-down list box and select "serial port".
14 In the "Serial Settings" option box, configure serial port information such as serial

number, baud rate, data bit, parity bit and stop bit.

Connection Setup x

Connection

Serial Part e

Cancel

Sernial Settings

COk1 v bode

RTU ASCI
115200 Baud +~ © ©

Rezponze Timeout
1000 [mz]

Delay Between Pollz

Advanced... [mz]

3 D ata hitz

<

Maone Parity

1 Stop Bit

<

Femaote Modbuz Serser

17213.100.252

[Fed
30000 3000 IPvE

15 Select the "RTU" mode in the "Mode" option.
16 Other parameters remain the default, click "OK".

Step 7 Check the normal communication between the RTU master and the TCP slave.
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%} Modbus Poll - Mbpallt 23 Modbus Slave - Mbslavel

File Edit Connection Setup Functions Display Viey File Edit Connection Setup Display View Window K

DEE& X [T (S| 1jis1516 1 DSEES TS 2[2 W

Mbpoll1 EI@ Mbslavel EI
Tx=157Err=0:1D =1: F = 03: SR =1000ms ID=1:F=03
Alias 00000 Alias 00000

4] 9 0 0

1| ! 1] 1

ri 101 B 101

]

f . B I
5 o - ’
6 o ° °

B 0 s °

B 0 7 0

E 0 n 0

o 0

Step 8 End.

10.2 RTU Slave Mode

Background introduction
When the user needs to implement the Modbus TCP master device to communicate with

the Modbus RTU slave device, use the Modbus gateway device and set the device's
operating mode to RTU Slave.

TCP Master

+ Ethernet

RTU Slave
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The device picture mentioned in above figure is only an example, and the actual

appearance of the device is subject to the device obtained.

In RTU Slave Mode, the TCP master device accesses the RTU slave device through the
gateway.

(D) TCP master device sends request to gateway;

(2) Gateway forwards request to RTU slave device;

(3) RTU slave device returns a response;

(@) The gateway sends back the response.

@ Request @ Request
[ e
TCP Master MODBUS RTU Slave
Device Gateway Device
& &

\‘_U Response @) Response
The parameters of the TCP master are as follows:
e |P address: 192.168.1.61
The parameter information of Modbus gateway is as follows:
e |P address: 192.168.1.254
e TCP port number: 502
The parameters of the RTU slave are as follows:
e SlaveID: 2
e  Communication port: COM 2
e Baudrate: 115200
e  Parity bit: None
e Data bit: 8
e Stop bit: 1
Configuration Steps

B
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM2 serial port of the Modbus

gateway using a cable or a converter.
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Step 2 Connect the network port of the computer and the network port1 of the Modbus gateway

Connecting, Converting. Leading!

using a Ethernet cable.
Step 3 Configure the IP address of the Modbus gateway.
1 Login in the Web configuration interface, choose "Network Setting".
2 In the "LAN1" area, enter the "IP address", "Subnet Mask" and "Gateway address"

corresponding to the Modbus gateway.

Metwork Configuration

LAN mode Dual IP W
LAMN1

LAN1 IP configuration () DHCE @ Static () BOOTP

LAM1 IP address 192.165.1.254 10.0.0.2

LAN1 Subnet Mask 2552552550 255.255.255.0
LAN1 Gateway 10.0.0.1

LANT [PV configuration () AUTO ) Static (@) Disable

LANT IPVE address 2002:db8:0-F100::1
LANT IP\VE Prefid en 128

LANT IPVE Gateway 2002:db3:0-F100::1
Lamz

LANZ IP configuration () DHCE (@) Stasic () BOOTP

LAMZ IP address 192.165.6.254 10.0.0.2

LAMZ Subnet Mask 2552552550 2552552550
LAMZ Gateway 10.0.0.1

LANZ [P\ configuration () AUTD ) Static (@) Disable

LANZ IPVE address 2002:db8:0-F100::1
LANZ IP'VE Prefed en 128

LAMNZ IPWE Gateway 2002:db3:0-F100::1
OMSE settings

Primary DNS server

Sacondary DS server 202.96.123.5
IPWE Primary OMS senver

3 Other parameters remain the default, click "Submit".
Step 4 Configure the operation mode of the Modbus gateway.
1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 Inthe Port2 entry, click “Edit” under operation, as shown in the following figure.
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Protocol Setting = Maode Slave D Map Priority Control Advanced setings Inteligent Commands
Serial port Operation Mode E:fgnabed Tee Destination address Ogperate
RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
2 RTU Slave 1] 0.0.0.0 - 0.0.0.0
3 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
4 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
5 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
3] RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
7 RTU Slave 1] 0.0.0.0-0.0.00 Edn
] RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn

3 Inthe edit window of serial port2, configure mode as “RTU Slave”, as the picture below.

- Click the "Operation Mode" drop-down list and select "RTU Slave".
- Other parameters remain the default, click "Submit".

e

Serial part 2 o
Operation mode I RTU Slave I “* | In RTU mode, the ssrial port data bits must b= configured as 8
Braadcast forward Enable hd
Smart mods Enable ol
Poll Interva 1000 10-120000m=
Inter frame delay o 10-500ms, O for disable
Fault-tolerant Mumber 5 51200
Smart Command Aging Time |80 10-3800=
Resp Tmecut 1000 10-120000ms
Designated TCP port ] 1465535, 0 for disable
Destination address1 D D for disable
Dizstination address2 0.0.0.0 D fior disable
Apply to port number O : O pa O re Ore

ClFe Oer [ ea Ca

Submit

4 Select “Protocol Setting > Slave ID Map”, and enter “Slave ID Map” page

5 In*“Slave ID Map” page, click "add" button, as the picture below.

Protocol Setting >  Mode  Slave IDMap  Priority Control ~ Advanced seftings ~ Infeligent Commands
Auto device routing  Disable v
Add | Delete | | Refresh
Connection
Routing Virtual ID =-= Real ID Destination Operate
Type
Note:

Device will detect RTU/ASCII slave mapping information automatically without having
to add it manually when “Automatic Route” is enabled.

6 In “Add” window, fill in slave station information, as the picture below.
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Connecticn Type serial bl

Destination Serial | 1 A

Slave ID Start - 247

Slawe |0 End 247, ne=d 1o e greater than or egusl to the starting slave D

Slave |10 offzst {J246) -248, the sum of the star or end and the offset must also be between 1-247
- Sobri |

- Click "Connection type" drop-down list, select "serial1” connection.
- Click “Destination Port" drop-down list, choose serial port "2".
- Enter slave ID start number "2" in the "Slave ID Start" text box.
- Enter "2" in the "Slave ID END" text box.
- Enter "0" in the "Slave ID Offset" text box.
- Click “Apply” button.
7  Select “Protocol Setting > Advanced Settings”, enter “Advanced Settings” page.

8 Enter TCP port number "502" in the “listening port” text box.

Protocol Setting = Maode Slave 1D Map Priority Control Advanced setings Intelligent Commands
Initial delay 0 0 - 30000 m=
Modbus TCP exception Ensable b
| Local listen port 502 1-85525 |
Modbus TCP response timecut 1000 10 - 120000 ms.
[ Submit | [ Refresh |

9  Other parameters remain the default, click "Submit".
Step 5 Configure the serial port parameter information.
1 Log in to the Web configuration interface and select "Serial Settings".

2 Inthe Port2 entry, click “Edit” under operation, as shown in the following figure.

‘Communication Parameters
Serial

Sarizl name Baud rate Parity Dats bitz Szop hits Flow contral Interface FIFD Operats
port

com1 115200 Mone ] 1 None RS2z Enable Edit
2 com2 115200 None 5 1 None Rs232 Enskle
3 com3 115200 MNone ] 1 None RE23Z Enable Edit
4 comé 115200 None 3 1 None R5232 Enable Edit
& com§ 116200 hona 3 1 None RE23Z Enzble Edit
[} comd 115200 Maone ] 1 None RS23z Enable Edit
T com7 115200 None ] 1 None RS232 Enable Edit
& comd 115200 None 5 1 None RE232 Enable Edit

3 Set the “BaudRate”, “Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM

Parameter” option box.
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Serial port 2 w
Sasial name com2

Baud Rate 115200 il
Farity Mone w
Data Bis ] w
Stop Bits 1 w
FlowControl Mone il
Imterface RS20 b
FIFO Enable w

(1Pt Fz ez [rse [ps
Apply to port number (e JPr [JPE
() Select s

4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1  Open “Modbus Slave” software, click "Setup > Slave Definition".

2 Enter "2" in the "Slave ID" text box.

Slave Definition =
Slave ID;
i | 03 Halding Register [4 e
Funchion: olding Register [4x] Cancel
Address: I:I
Cuartity:
e
F oz

@10 20 (O80 (100 O Fitto Quantiy

[ ] Hide Alias Columns []PLC Addresses [Baze 1]

Errar Sirmulation

] Skip rezponse ] Insert CRCALRLC eror
[Mat when uzing TCPAP)

IZI [ms] Responss Delay ] Return exception 05, Busy

3 Other parameters remain the default, click "OK".

4 Click " Connection > Connection Setup ".
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Connection ok
Serial Port e
Cancel

Senal Settings

COr1 e
115200 Baud ~ | | |10

& RTUl ) ascl
3 D ata bitz e

Flaw Cantral

Mone Paity  ~ | | CIDSR CICTS [IRTS Toggle

i TS e ol

1 Stop Bit e
TCR/IP Server
192.168.1 61 A03
A Address [P
lanare Unit (D |PwE

5  Click the "Connection" drop-down list box and select "serial port".

6 In the "Serial Settings" option box, configure serial port information such as serial
number, baud rate, data bit, parity bit and stop bit.

7  Select the "RTU" mode in the "Mode" option.

8  Other parameters remain the default, click "OK".

9  Run the “Modbus Poll” software, click "Setup > Read / Write Definition".

10 Enter "2" in the "Slave ID" text box.
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Read/Write Definition .

Slave ID:

Function: | 03 Read Holding Registers [4x] Cancel

Address: IZI Protocol address. E.g. 4000171 - 10
Cluantity:
Scan Rate: | 1000 [riz] Apply

Dizable
[ ] Read wiite Dizabled
[ ] Dizable on ermar Read ke Once
Wiew
Fows
@10 20 O50 o0 O Fito Guantity
[ Hide &lias Columns ] PLC Addresses [Base 1]
[ ] Address in Cell [ ] Enron/D aniel Mode

11 Other parameters remain the default, click "OK".

12 Click " Connection > Connection Setup ".

13 Click the "Connection" drop-down list box and select "Modbus TCP / IP".

14 Enter IP address "192.168.1.254" in the "IP Address" text box of the "Remote Modbus

Server" area.

15 Enter port number "502" in the “Server Port" text box of the "Remote Modbus Server"

area.
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Connection Setup

Connection

Modbus TCRAAP

Senal Settings
COM3

115200 B aud
g [ata bits
Morne Parity

1 Stop Bit

Femaote Modbus Server

Advanced.,

pod
Cancel
Mode
RTU &SN

Fezponze Timeout

[ms]

Delay Between Pollz

[ms]

|F Address or Mode Mame

|1EI2.1EB.1.254

Server Port

Connect Timeout

.

(®) |Pva
O IPvE

16 Other parameters remain the default, click "OK".

Step 7 Check the normal communication between the TCP master and the RTU slave.

%l Modbus Poll - M

File Edit Connection Setup Functions

Display Wies

23 Modbus Slave - Mbslavel

File Edit Connection

Setup Display View Window H

oocoocmawlg

Lo e |~v[o]n|e wlw|[=]o

OOOOOOIbwmg

Lo o[~ o [u|s]w|[nw|+ o

DEE&E X[T|2A] 1050615161 DSHS (S 2[2 W
B2 Mbpoll1 (=@ |[=] [l [ Mbslavel =N o
Tx=33Er=0:1D=2: F =03: SR = 1000ms ID=2:F=03

ﬂ Alias

Step 8 End.
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10.3 ASCII Master Mode
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Background introduction
When the user needs to implement the Modbus ASCII master device to communicate with
the Modbus TCP slave device, use the Modbus gateway device and set the device's
operating mode to ASCII Master.

TCP Slave

ASCIl Master

Note:
The device picture mentioned in above figure is only an example, and the actual

appearance of the device is subject to the device obtained.

In ASCII Master Mode, the ASCII master device accesses the TCP slave device through
the gateway.

(1) ASCII master device sends request to gateway;

(2) Gateway forwards request to TCP slave device;

(3) TCP slave device returns a response;

(@) The gateway sends back the response.

P

(1 Request @) Request
) )
ASCII Master MODBUS TCP Slave
Device Gateway Device
| |

@) Response @) Response
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The parameters of the ASCII master are as follows:

Communication port: COM3
Baud rate: 115200

Parity bit: None

Data bit: 8

Stop bit: 1

Gateway parameter information as follow:

IP address: 192.168.1.254

The parameters of the TCP slave are as follows:

IP address: 192.168.1.61
Slave ID: 3
TCP port number: 503

Configuration Steps

B
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM3 serial port of the Modbus

gateway using a cable or a converter.

Step 2 Connect the network port of the computer and the network port1 of the Modbus gateway

using a Ethernet cable.

Step 3 Configure the IP address of the Modbus gateway.

1
2

Login in the Web configuration interface, choose "Network Setting".
In the "LAN1 address" option box, enter the "IP address", "Subnet Mask" and

"Gateway address" corresponding to the Modbus gateway.
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Metwork Configuration
LAM miod= Cual [P W
LA
LANT IP configuration () DHCFE @ Stafic () BOOTP
LAMNTY IF address 192.165.1.254 i0.0.0.2
LAMNT Subnet Mask 2552552550 265 255 25510
LANT Gatewsy 10.0.0.1
LANT PV configuration () auTo () Stasic (@ Disable
LAMT IPVWE address 2002:db&:0-f00::1
LAM1T IPVE Prefd en 0-128
LANT IPWS Gateway 2002:db3:3:-F00::1
LAz
LAMZ IF configuration () DHCF @ Stasic () BOOTP
LAMZ IF address 192.168.8.254 10.0.0.2
LAMNZ Subnet Mask 2552552550 265 255 2550
LANZ Gatzwsy 10.0.0.1
LAMZ IPWS configuration () aUTo () Stasic (@) Disable
LANZ IPWE addmess 2002:db3:0-F100::1
LAMZ [PV Prefden 0-128
LAMZ IPVG Gateway 2002:db3:0-F100::1
OME seftings
Primary DMNS server
Secondary DS server 2286133 5
IPWE Primary DMS senvar

3 Other parameters remain the default, click "Submit".
Step 4 Configure the operation mode and slave ID of the Modbus gateway.
1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 In serial port3 entry, click “Edit” under operation, as shown in the following figure.

Protocol Setting = Maode Slave ID Map Priority Condrol Advanced settings Intelligent Commands
Sanial port Operation Mode DEfgnabEd TeR Destination address Ogperate
RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
2 RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
3 RTU Slave 1] 0.0.0.0- 0.0.0.0
4 RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
5 RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
3] RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
7 RTU Slave 1] 0.0.000 - 0.0.0.0 Edn
] RTU Slave 1] 0.0.0.0- 0.0.0.0 Edn
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3 In the edit window of serial port3, configure mode as “ASCIlI Master”, as the picture
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below.

- Click the “Operation Mode” drop-down list and select “ASCII Master”.
- Click “Apply” button.

Serial port 3 v

Oparation mode [ASCII Master ] In ASCII mode. the serial port data bits must be configursd a5 7 or 8

Broadeast forward nable ol

Smart mode o

Foll Interval 10-120000ms

Inter frams delay ] 10-500ms, O for disable

Fault-tolerant Numiber 5 5-1200

Smart Command Aging Time |60 10-3800s

Resp Timeout 1000 10-120000ms

Designated TCP port ] 14855324, 0 for dizable

Destination addrass! 0.0.0.0 0 for disable

Diestination address2 0.0.0.0 0 fior disable

App¥y to port number Qe e P2 O ps s
P )7 e A

4 Select “Protocol Setting > Slave ID Map”, and enter “Slave ID Map” page

5 In*“Slave ID Map” page, click "add" button, as the picture below.

Protocol Setting > Mode Slave ID Map Priority Control Advanced seftings Intelligent Commands
Auto device routing | Disable v
Add | Delete | | Refresh |
Connecti
Routing T:g " Virtual D <= RealID  Destination Operate

6 In “Add” window, fill in slave station information, as the picture below.

Connection Typz | TGP ~
Dest IF 192 168.1.61 1111
TCE part 503 1-65535

Slave |D Start 3 1-247

Slawe D End 3 1-247, need 1o be grester than or egual 1o the starting slave 1D

Slave |D offsst 0 (-245) -248, the sum of the star or 2nd and the offset must akso be between 1-247

‘Submit

- Click "Connection type" drop-down list, select "TCP” connection.

- Enter the host PC's IP address "192.168.1.61" in the “Dest IP” text box.
- Enter the port number "503" of the host in the "Dest Port" text box.

- Enter slave ID start number "3" in the "Slave ID Start" text box.

- Enter "3" in the "Slave ID END" text box.

- Enter "0" in the "Slave ID Offset" text box.

- Click “Apply” button.
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Step 5 Configure the serial port parameter information.
1 Log in to the Web configuration interface and select "Serial Settings".

2 In serial port3 entry, click “Edit” under operation, as shown in the following figure.

‘Communication Parametsrs

Sensl ; B 5 N

- Sarizl name Baud rate Parity Data bits Stop hits Flowi control Interface FIFO Operate
1 com1 MNane g None RE23Z Enable Edit

z com2 None g None RE212 Enable Edit

3 com3 None g None RS23Z Enakle
4 comé None g None RS23Z Enakle Edit

5 comi None g None RS23Z Enakle Edit

] comf None g None RS23Z Enakle Edit

T com? None & None RS222 Enable Edit

8 comg None 8 None R5232 Ensble Ed

3 Set the “BaudRate”,“Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM

Parameter” option box.

Banial port 3 At
Sadal name coma3

Baud Rate 115200 il
Farity Mone L
Dats Bis 2 W
Shop Bits 1 w
FlowControl Mone W
Interface RS232 bl
FIFO Enable i

(et ez P3
Apply to port numbser (Jee [(Jpr [JPe
() Select i

[

[(es

4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1 Open “Modbus Slave” software, click "Setup > Slave Definition".

2 Enter "3" in the "Slave ID" text box.
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Slave Definition =
Slave ID:
Functiorr | 03 Holding Register [4x] w

Caricel

Address: I:I
[uantity:

g
R oz

@10 O20 O50 (O100 O Fit to Quantity

[ ] Hide &lias Columns [] PLC Addresses [Base 1]

Errar Simulation

[ ] 5kip rezsponse [ Insert CRCALRC ermar
[Mot when using TCPAF])

EI s iespores Lea: [] Retum exception 05, Busy

Other parameters remain the default, click "OK".

Click " Connection > Connection Setup ".

Click the "Connection" drop-down list box and select "Modbus TCP / IP".

Enter the TCP slave IP address "192.168.1.61" in the "IP Address" text box of the "TCP

o g b~ W

/ IP Server" area.
7  Enter the TCP slave port number "503" in the "Port" text box of the "TCP / IP Server"

area.
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Connection Setup et

Connechion | K |

todbus TCPAP e

Cancel

Serial Settings

CO3

115200 Baud Mode

RTU ASCI
3 D ata btz
Flaw Contral
Mane Parity DSA CTS RTS Toggle
1

1 Stop Bit
TCF/P Server
IP Address Part
|192.168.1.61 ~| |s03
[ ] Address (;:l [Ped
[ Ignare Unit 1D (I IPvE

8  Other parameters remain the default, click "OK".

9  Run the “Modbus Poll” software, click "Setup > Read / Write Definition".

10 Enter "3" in the "Slave ID" text box.

Read/Write Definition

Slave [D: I

Function: | 03 Bead Holding Registers [4x]

CJuantity:
Scan Fate: | 1000 [mz]

Dizable
[ ] Read™iite Disabled

[] Disable on emar

i
Rz

Address; D Protocol address. E.g. 40017 - 10

@10 (20 O50 (O100 O Fitto Quantity

[ ] Hide &liaz Colurns []PLC Addreszes [Baze 1]
[] &ddrezs in Cell [ EnronD aniel Maode

pod

Cancel

Apply

Read write Once

11 Other parameters remain the default,

click "OK".
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12 Click " Connection > Connection Setup ".

Connecting, Converting. Leading!

13 Click the "Connection" drop-down list box and select "serial port".
14 In the "Serial Settings" option box, configure serial port information such as serial

number, baud rate, data bit, parity bit and stop bit.

Connection Setup >

Connection

Serial Part e

Cancel

Senal Settings

COk1 e hode

RTU ASCI
115200 Baud O ©

Fezponze Timeout
1000 [rniz]

Delay Between Pollz

Advanced... [mz]

a D ata bitz

<

Mone Parity  »

1 Stop Bit

<

Femaote Modbus Server

192.168.1.254

(P4
S04 3000 IPvE

15 Select the "ASCII" mode in the "Mode" option.
16 Other parameters remain the default, click "OK".

Step 7 Check the normal communication between the ASCII master and the TCP slave.
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"ﬁ’]é Maodbus Poll - Mbpolll 23 Modbus Slave - Mbslavel
File Edit Connection Setup Functions Display Viey File Edit Connection Setup Display View Window H
DEES(X [T (201500615161 DSES™ |2 0|2 W
Mbpaoll1 EI@ Mbslavel E'
Tx=29:Err=0:1D=3:F = 03: SR = 1000ms ID=3:F=03
Alias 00000 Aliasl 00000
E ° :
1 1
B 2 L ;
B 2
4 0 El 3
5| 0 1<) 0
6| 0 El 0
7 0 E ¢
B 0 7 0
_9 1] E 1]
i 0
Step 8 End.

10.4 ASCII Slave Mode

Background introduction
When the user needs to implement the Modbus TCP master device to communicate with
the Modbus ASCII slave device, use the Modbus gateway device and set the device's
operating mode to ASCII Slave.

TCP Master

‘ Ethernet

ASCII Slave
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Note:

The device picture mentioned in above figure is only an example , and the actual
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appearance of the device is subject to the device obtained.

In ASCII Slave Mode, the TCP master device accesses the ASCII slave device through the
gateway.

(D) TCP master device sends request to gateway;

(2) Gateway forwards request to ASCII slave device;

(3) ASCII slave device returns a response;

(@) The gateway sends back the response.

\&) Request \l_’/ Request
_ EEeeee——
TCP Master MODBUS ASCII Slave
Device Gateway Device
| |

\‘_‘) Response @,‘ Response
The parameters of the TCP master are as follows:
e IP address: 192.168.1.61
The parameter information of Modbus gateway is as follows:
e IP address: 192.168.1.254
e  TCP port number: 504
The parameters of the ASCII slave are as follows:
e SlavelD: 4
e  Communication port: COM 4
e Baud rate: 115200
e  Parity bit: None
e Data bit: 8
e Stopbit: 1
Configuration Steps

=]
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM4 serial port of the Modbus
gateway using a cable or a converter.
Step 2 Connect the network port of the computer and the network port1 of the Modbus gateway

using a Ethernet cable.
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Step 3 Configure the IP address of the Modbus gateway.
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1 Login in the Web configuration interface, choose "Network Setting".
2 In the "LAN1 address" option box, enter the "IP address", "Subnet Mask" and

"Gateway address" corresponding to the Modbus gateway.

Netwmork Configuration

LAMN miode Dusl 1P »
LAk

Lo L rEari Tmiian (_} DHCP (@ Stssc () BOOTP

LAMT IF sddress 192 165.1.254 10.0.0.2

LAM1T Subnet Mask 255 2552550 255.255.255.0
LAMT Gatewsy 10.0.0.1

LAM1T IPWE configuration () AUTO () Static (@) Disable

LAMT IPWE sddress 2002:db3:0-f100::1
LANT IPWVE Prefed en 0-128

LANT IPAE Gateway 2002:db3:3-f100::1
LAamzZ

LAMZ IF configuration () DHCFP (@ Stasic () BOOTP

LAMZ IF sddress 192 165.8.254 10.0.0.2

LAMZ Subnet Mask 2552552550 255255 2550
LAMZ Gatewsy 10.0.01

LAMZ IPWG configuration () AUTO () Static (@) Disable

LAMZ IPWE sddress 2002:db3:0-f100::1
LAMZ IPWVE Prefd en 0-128

LAMZ PG Gateway 2002:db3:3-F100:21
DME settings

Primary DNS server

Secondsry DRSS server 202.96.133.5
IPWE Prirnary DS semeer

3 Other parameters remain the default, click "Submit".
Step 4 Configure the operation mode of the Modbus gateway.
1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 Inthe Port4 entry, click “Edit” under operation, as shown in the following figure.
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Protocol Setting = Maode Slave ID Map Priority Control Advanced settings Inteliigent Commands
. Designated TCP o

Sanial port Ogperation Mode Destination address Ogperate
RTU Slave i] Ean

z RTU Slave i] Ean

3 RTU Slave i] Ean

4 RTU Slave i]

5 RTU Slave i] Ean

& RTU Slave i] Ean

T RTU Slave i] Ean

g RTU Slave i] Ean

3 In the edit window of serial port4, configure mode as “ASCII Slave”, as the picture
below.

- Click the "Operation Mode" drop-down list and select "ASCII Slave".
- Other parameters remain the default, click "Submit".

Sarial port ) i

Operation mode ILASCII Slave | W ] In ASCII mode., the serial part data bits must be configured 25 7 or @

Brosdesst forveard Enabls A

Smart mode Enabls A

Fall Int=rval 1000 10-120000ms

Inter frame delay o 10-500ms, 0 for disable

Fault-tolerant Numiber o) 5-1200

Smart Command Aging Time |80 10-3500s

Resp Timeout 1000 10-120000ms

Designated TCP port o 1485535, O for dizable

Destinztion addrass1 0.0.0.0 0 for disable

Destinztion addresz2 0.0.0.0 0 for disable

Apply to port number a pe [Ip2 Clez Pe O ps
) pe 0 e7 COre  Oaw

4  Select “Protocol Setting > Slave ID Map”, and enter “Slave ID Map” page

5 In*“Slave ID Map” page, click "add" button, as the picture below.

Protocol Setting >  Mode @ Slave ID Map ~ Priority Control ~ Advanced settings Intelligent Commands
Auto device routing Disable v
Add Delete Refresh
Connection
Routing Virtual ID =-= Real ID Destination Ciperate
Type
Note:

Device will detect RTU/ASCII slave mapping information automatically without having to

add it manually when “Automatic Route” is enabled.
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6 In “Add” window, fill in slave station information, as the picture below.

Serial port 4
Slawe |0 Stant |4
Slave |IDEnd |4

Slave 1D offset |0

Submit

- Click "Connection type" drop-down list, select "serial1” connection.
- Click “Destination Port" drop-down list, choose serial port "4".
- Enter slave ID start number "4" in the "Slave ID Start" text box.
- Enter "4" in the "Slave ID END" text box.
- Enter "0" in the "Slave ID Offset" text box.
- Click “Apply” button.
7  Select “Protocol Setting > Advanced Settings”, enter “Advanced Settings” page.

8 Enter TCP port number "504" in the “listening port” text box.

Protocol Setting = Maode Slave ID Map Priority Control Advanced setings Inteligent Commands

Initial delay 0 0 - 30000 ms
Modbus TCP exception Ensble hd
[ Locallisten port 504 {- o555
Modbus TCP responss timeout 1000 10 - 120000 ms.
[ Submit | [ Refresh |

9  Other parameters remain the default, click "Submit".
Step 5 Configure the serial port parameter information.
1 Log in to the Web configuration interface and select "Serial Settings".

2 Inthe Port4 entry, click “Edit” under operation, as shown in the following figure.

‘Communication Farameters

Serial
Serial name Baud rate Parity Data bits. Stop bits Flow control Imerface FIFO Cperate

port

1 coml 115200 None g 1 None R5232 Enatle Edit

z com2 115200 None g 1 None RE212 Enakle Edit

3 com3 115200 None g 1 None RE23Z Enatle Edit

4 comé 115200 None 8 1 None Rsziz Enstle

E comd 115200 None g 1 None RE212 Enakle Edit

[} comf 115200 None g 1 Mone RS23Z Enatle Edit
com7 115200 None g 1 None R5232 Enatle Edit
comi 115200 None 3 1 None RS212 Enztle Edit

3  Set the “BaudRate”,“Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM

Parameter” option box.
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Serial port - il
Zerial nams comd
Baud Ratz 115200 il
Farity Mone il
DO=ts Bis 8 il
Stop Bits 1 w
FlowControl Mone i
Imterface R5232 il
FIFD Enable il
Cler ez Cles Pe [ps
Apply to port number [(dee [(Jrr [JPe
[ select

4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1  Open “Modbus Slave” software, click "Setup > Slave Definition".

2 Enter "4" in the "Slave ID" text box.

Slave Definition 4
Slave ID: |4
iore | 03 Holding R egister [4 w

Funchion: alding R egister [4x] Cancel
Address: D

Cluartity:

Wi
R oz

@10 20 (O80 (100 O Fitto Quaniy

[ Hide &lias Columns ] PLC &ddresses [Base 1)

Errar Sirmulation

[ ] 5kip rezponse [ Insert CRCALRLC eror
[Mat when using TCP/AR)

EI lirs|| Biespores Lea: [ ] Return exception 05, Busy

3 Other parameters remain the default, click "OK".

4 Click " Connection > Connection Setup ".
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Connection Setup it
Connechion
Serial Part W

Serial Settings

COk1 w
116200 Baud ~ | | "1
(IRTUY @) ASC
3 Data bitz -
Flaw Control
Mone Parity [JDsR [JCTS [/RTS Toggle
1 Stop Bit 9 [m=] ARTS dizable delay
TCRAP Server
1921681 61 203
Ay Address IPwd
lgnore Uit (D IPvE

5  Click the "Connection" drop-down list box and select "serial port".

6 In the "Serial Settings" option box, configure serial port information such as serial
number, baud rate, data bit, parity bit and stop bit.

7  Select the "RTU" mode in the "Mode" option.

8  Other parameters remain the default, click "OK".

9  Run the “Modbus Poll” software, click "Setup > Read / Write Definition".

10 Enter "4" in the "Slave ID" text box.


mailto:nfo@santelequip.com

San Telequip (P) Ltd., DY

504,505 Deron Heights, Baner Road
Pune 411 045, India @ SAN TELEQUIP

Phone: +91-20-27293455, 9764027070, 8390069393

Connecting, Converting. Leading!

Email : info@santelequip.com
Read/Write Definition >
sven: [+ |
Function: | 03 Read Holding Reqisters [4:] Cancel

Address: I:I Protocol address. E.g. 40011 - 10
CJuantity:
Scan Rate: | 1000 [ma] Apply

Dizable
[] Read™iite Disabled
[] Dizable an erar Read ke Once
Wi
Rowsz
@10 (20 (80 (100 O Fitto Quantity
[]Hide Aliaz Columns [ ]PLC Addresses [Baze 1]
[] sddrezs in Cell ] Enron/Daniel Mode

11 Other parameters remain the default, click "OK".

12 Click " Connection > Connection Setup ".

13 Click the "Connection" drop-down list box and select "Modbus TCP / IP".

14 Enter IP address "192.168.1.254" in the "IP Address" text box of the "Remote Modbus
Server" area.

15 Enter port number "504" in the “Server Port" text box of the "Remote Modbus Server"

area.
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Connection Setup X

Connection

todbuz TCRAP w

Cancel

Sernial Settings

IJSE Senal Paort [COM3] kMode

RTL ASCIH
115200 Baud

Rezponze Timeout

[ms]

Delay Between Pollz

1 Stop Bit Advanced... [mz]

Femaote Modbuz Server
P Address or Mode Mame
192.168.1.254 v

Server Port Connect Timeout @) Py

[ms] O IPvE

3 D ata bitg

I one Parity

16 Other parameters remain the default, click "OK".

Step 7 Check the normal communication between the TCP master and the RTU slave.

2L Modbus Poll - Mbpalli 4% Modbus Slave - Mbslavel

File Edit Connection Setup Functions Display View File Edit Connection Setup Display View Window K

DEESG X T |20 njos1s i DSHE ™ (2 2?8

Vbpal B =0 B
Tx=52-Err=0:1D=4: F=03: 3R = 1000ms ID=4;:F=03
Aliasl 00000 Alias 00000
o ! 0
1 1 1 1
B ] B
2 1
E ‘ E
] 0 - 1
B 0 = :
& 0 i 0
7| 0 6 0
8 0 7 0
9| 0 8 0
g 0

Step 8 End.
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10.5 Intelligent Commands and Automatic Route

Device will learn and memorize this kind of command automatically when it receives
Modbus query command from Modbus TCP Master on the condition of smart mode is
enabled in Modbus RTU/ASCII Slave mode. Device will send memorized commands to
slave station according to poll interval, and save slave response data in memory, waiting
for master device to read. The demands that device learns are smart commands. Device
will delete the smart command if it doesn’t learn or receive the command again in
designated aging period of smart command.

Device will detect and create slave ID table automatically when it receives Modbus query
command from Modbus TCP Master on the condition of smart mode is enabled in Modbus
RTU/ASCII Slave mode.

Background introduction

When the user needs to implement the Modbus TCP master device to communicate with
the Modbus RTU slave device, use the Modbus gateway device and set the device's
operating mode to RTU Slave. Enable smart command to learn when master device need
read slave device data regularly.

TCP Master

+ Ethernet

RTU Slave

Note:
The device picture mentioned in above figure is only an example and the actual appearance

of the device is subject to the device obtained.

The parameters of the TCP master are as follows:

e |P address: 192.1681.61 poll interval: 10s

The parameter information of Modbus gateway is as follows:
e |IP address: 192.168.1.254

e TCP port number: 502
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e  Smart Command poll interval: 2000ms

Connecting, Converting. Leading

The parameters of the RTU slave are as follows (parameters in default):
e SlavelD: 1
e Baudrate: 115200
e  Parity bit: None
e Data bit: 8
e Stopbit: 1
Configuration Steps

B
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM1 serial port of the Modbus
gateway using a cable or a converter.

Step 2 Connect the network port of the computer and the network port1 of the Modbus gateway
using a Ethernet cable.

Step 3 Configure the IP address of the Modbus gateway.
1 Login in the Web configuration interface, choose "Network Setting".
2 In the "LAN1 address" option box, enter the "IP address", "Subnet Mask" and

"Gateway address" corresponding to the Modbus gateway.
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Metwork Configuration

LAM mode
LAMT
LAMN1 IF configuraticn

Dual [P w

i) DHCP (® Static

() _BOCTP

LAMN1T IP address
LAMN1T Subnet Mask
LAMNT Gatewsy

192.165.1.254
2552552550

LAM1 IPAE configuration
LAMT [PVE sddress
LaM1 1PV Prefod en
LANT [PV Gateway
LAMZ

LAMNZ P configuraticn
LAME [P address

LAME Subnet Mask
LAMNZ Gatewsy

LAMZ IPAE configuration
LAaMZ [PVE sddress
LAaM2Z [PVE Prefl en
LAMNZ IPAE Gateway
ONE sefiings

Primary DNS server
Secondary DMS server
IPVE Primary OMS server

™

i) AUTD () Stasic

i) DHCF @) Static
192 168 8,254
2552552550

N '\.

[} AUTD () Stafic

8 Disable
2002:4b&:0:H100:-1
0128

2002:dba:0:f100::1

) BOOTP

@ Cizable
2002:4b8:0:H100::1
0-128

2002:dba:0:f100::1

202881335

3 Other parameters remain the default, click "Submit".

Step 4 Configure the operation Mode and smart command parameters of the Modbus gateway.

1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.
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Protocol Setting = Maode Slave ID Map Priority Control Advanced settings Inteliigent Commands
Sanial port Ogperation Mode DEfgI'IEI:Ed TeR Destination address Ogperate
RTU Slave 1] 0.0.0.0 - 0.0.0.0 I Eds I
2 RTU Slave 0 0.0.0.0-0.0.0.0 Edn
3 RTU Slave 0 Edn
4 AECI Slave 1] 0.0.0.0 - 0.0.0.0 Edn
5 RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn
& RTU Slave 0 Edn
7 RTU Slave 0 Edn
] RTU Slave 1] 0.0.0.0 - 0.0.0.0 Edn

3 In the edit window of serial port1, configure operation Mode as “RTU Slave” and
enable smart mode, as the picture below.
- Click the "Operation Mode" drop-down list and select "RTU Slave".
- Click “Smart Mode* drop-down list and select “Enable”.
- Enter "2000” milliseconds in "Poll Interval” text box .
- Enter “10” seconds in “Smart Command Aging Time” text box.
- Other parameters remain the default, click "Submit".

Cariz) por

Operation mode RTU Slave W If|RTL made, the s2nal port data bits rmust be configured a3 8

Broadeast forward Enable i

Smart modz |Enabls w])

Foll Interval 2000 0-120000ms

Imter frame delsy o 0-500rms, O for disable

Fault-toberant Murnber 5 5-1200

Smart Command Aging Time |80 10-3800s

Resp Timeout 1000 10-120000ms

Designated TCF port ] 1-855385, D for disable

Diestination address1 0.0.0.0 D for disable

Diestinstion sddres=2 0.0.0.0 0 for disable

Apply to port number R r Pz _'I F2 r Fe ‘—'I R
Ol ps I F7 Ol #e ClALL

4 Select “Protocol Setting > Slave ID Map”, and enter “Slave ID Map” page
5 Select "Enable" on the drop-down list of "Automatic Route" of the "Slave ID Map" page,

as the picture below.
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Protocol Setting > Mode Slave ID Map Priority Control Advanced seftings Intelligent Commands
| Auto device routing | Enable vl
Add Delete Refresh
Connection
Routing T Virtual ID =-= Real ID Destination Operate

6  Select “Protocol Setting > Advanced Settings”, enter “Advanced Settings” page.
7  Enter TCP port number "502" in the “listening port” text box.
Protocol Setting >  Mode = Slave ID Map ~ Priority Control ~ Advanced settings ~ Intelligent Commands
Inifial delay 0 0- 30000 ms
Modbus TCP exception Enable v
|Local listen port 502 1-65535 |
Modbus TCP response timeout 1000 10 - 120000 ms
Submit Refresh

8  Other parameters remain the default, click "Submit".

Step 5 Configure serial port1 parameters of the Modbus gateway.

1 Log in to the Web configuration interface and select "Serial Settings".
2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.
Communication Parameters
DS::EI Senal name Baud rate Farity Data bits Stop bits Flow control Interface FIFO Cperate
1 comi Nore g None R332 Enatle =1
2 com2 None 8 None RS23Z Ensble Edit
3 zom3 None g None R5232 Enable Edit
4 comé None g None R5232 Enable Edit
5 oms None g None R5232 Enable Edit
3 comf None g None R5232 Enable Edit
7 com? None g None R5232 Enable Edit
B com3 None g None R5232 Enable Edit
3 Set the “BaudRate”,“Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM

Parameter” option box.
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X

Senial port 1 b

Serial name o

Baud Rate 115200 il

Farity Mone W

Diata Bits a w

Stop Bits 1 L
FlowiContro! Mone b

Imtesface RS232 W

FIFO Enable e

Pt ez ez e s
S oply to port number (s [Jprr [Pe
() seiect =

4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1  Open “Modbus Slave” software, click "Setup > Slave Definition".

2 Enter "1"in the "Slave ID" text box.

Slave Definition e
Slave ID:
i | 03 Holding Register [4 e
Funchion: olding Fegister [4x] Camcel
Address: D
Cluantity:
Wiew
R s

@10 20 (O80 (100 O Fit e Quantiy

[] Hide &lias Columns ] PLC Addresses [Base 1]

Error Simulation

[] 5kip response [ Insert CRCALRC ermar
[Mat when using TCPAP)

EI e Frzsppe e Disia [] Retum exception 06, Busy

3 Other parameters remain the default, click "OK".

4 Click " Connection > Connection Setup ".
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Connection ok
Serial Port e
Cancel

Senal Settings

COr1 e
115200 Baud ~ | | |10

& RTUl ) ascl
3 D ata bitz e

Flaw Cantral

Mone Paity  ~ | | CIDSR CICTS [IRTS Toggle

i TS e ol

1 Stop Bit e
TCR/IP Server
192.168.1 61 A03
A Address [P
lanare Unit (D |PwE

5  Click the "Connection" drop-down list box and select "serial port".

6 In the "Serial Settings" option box, configure serial port information such as serial
number, baud rate, data bit, parity bit and stop bit.

7  Select the "RTU" mode in the "Mode" option.

8  Other parameters remain the default, click "OK".

9  Run the “Modbus Poll” software, click "Setup > Read / Write Definition".

10 Enter "1"in the "Slave ID" text box.

11 Enter "10000" in the "Scan Rate" text box.
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Read/Write Definition >
Stav ID:
Function: | 03 Read Holding Reqisters [4:] Cancel

Address; I:I Protocol addrezsz. E.g. 400171 - 10
Cuartity:

Scan Bate: | 10000 [rns] Apply

Dizable
[ ] Readwiite Disabled

[ ] Dizable an erar Read ke Once

e
R oz

@10 O20 O51 O100 O Fit to Duantity

[ ] Hide &liaz Columne []PLC Addresses [Baze 1]
[ ] &ddress in Cell []Enron/Daniel Mode

12 Other parameters remain the default, click "OK".

13 Click " Connection > Connection Setup ".

14 Click the "Connection" drop-down list box and select "Modbus TCP / IP".

15 Enter IP address "192.168.1.254" in the "IP Address" text box of the "Remote Modbus
Server" area.

16 Enter port number "502" in the “Server Port" text box of the "Remote Modbus Server"

area.
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Connection Setup et
Connection
b odbus TCPAAP e
Cancel
Senal Settings
CO3 kode
RTU ASCI
115200 B aud

Fezponze Timeout

a D ata bitz
1000 [mz]

Morne Parity
Delay Between Pollz

1 Stop Bi Advanced.. [ms]

Femote bModbus Server

IP &ddress ar Mode Mame

192.168.1.254 v]
Server Port Connect Tirmeout @) IPvd

™l Qi

17 Other parameters remain the default, click "OK".

Step 7 Check the normal communication between the TCP master and the RTU slave. Click
“ Display > Communication Traffic” to check master and slave communication data. Master
station reads data every 10 seconds, while the device reads data every 2 seconds via

smart command as the picture below.
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Y Modbus Pell - Mbpe — O * | 23 Modbus Slave - Mbslavel — m] x
File Edit Connection Setup Functions Display View Window Help File Edit Connection Setup Display View Window Help
D& x| |2 c|l|osoe1516172223[Tcil|RNDSHE (M2 5|2 W
Mbpoll Mbslavel
Tx=3 Er=0:ID=1:F=03: SR =10000ms ID=1:F=03
A\iasl 00000 Alias 00000
0 0 0
i 0 1 o
i 0 2 ]
i 8 3 8
4 5 [+
5 o 5 ]
6 o (3 ]
l 0 7 ]
E 0 8 ]
®Y Communication Traffic ps ® | Communication Traffic X
Evit Stop Clear Save Copy Log Exit Clear Save Copy Log
Txf432—03 73 00 00 00 0O& 01 03 00 00 OO 02 Rx:000870-01 03 00 00 00 OR C5 D P
Rx:483-03 73 00 00 00 17 01 02 14 00 00 00 00 00 00 fln,.500871-01 03 14 00 00 00 0O 0D 00 00 D8 00 05 O
Tx:484-03 74 00 00 00 06 01 03 00 00O 0O 02 Rx:000872-01 03 00 00 00 O& C5 D
Rx:485-03 74 00 00 00 17 01 03 14 00 0O 00 OO0 0O 0O

i Tx:000873-01 03 14 00 00 00 00 00 00 00 D8 00 05 OC
Tx:486-03 75 00 00 00 06 01 03 00 00 00 0 D oDea—01 03 Do 00 00 on o5 op

Rx:487-03 75 00 00 00 17 01 03 14 00 00 00 00 00 00 @7, 00087501 03 14 00 00 00 OO 00 OO0 00 08 00 05 OC

Rx:000876-01 03 00 00 00 O0& C5 CD

Tx:000877-01 03 14 00 00 00 00 00 00 00 DB 00 05 OC

Rx:000878-01 03 00 00 00 OA C5 CD

Tx:000879-01 03 14 00 00 00 00 00 00 00 D8 00 05 OC

Rx:000880-01 03 00 00 00 0& C5 CD

Tx:000881-01 03 14 DO 00 00 00 00 00 0D D8 00 05 OC

Rx:000882-01 03 00 00 00 OA C5 CD

Tx:000883-01 03 14 00 00 00 00 00 00 00 D8 00 05 OC

< >

< >
For Help, press F1. [192.168.1.254]: 502 [For Help, press F1. Port 3: 115200-8-N-1

Step 8 Check automatic route and smart command. Device can route slave ID table automatically

as shown in the following figure.

Protocol Setting > Mode Slave ID Map Priority Control Advanced settings Intelligent Commands

Auto device routing Enable T
Add | | Delete | | Refresh |
Connection
Routing Virtual ID =-= Real ID Destination Operate
Type
AUTO Modbus serial  1-1=-=1-1 portl

Protocol Sefting = Mode Slave ID Map Priority Control Advanced settings Intelligent Commands

Refresh
Slave 1D Function Code  Starting address & guanfity Poll Interval
1 3 Address 0,Quanfity 10 1000

10.6 Demand priority and TCP port / IP address route

Device can specify data priority that master device requests, and forward data according
to specified TCP port, master address or data priority in Modbus RTU/ASCII Slave mode.
Device must sent each request individually and wait for response before sending next
request due to Modbus RTU/ASCII Slave device can not process multiple requests
simultaneously. Response time will be effected if requests pills up. This can cause
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problems with critical requests that require an immediate response. With priority control,

Connecting, Converting. Leading!

you can specify that certain requests are sent to the front of the queue for more immediate
response time.
Device can route and forward data from specified TCP port and IP address to specified
serial port in Modbus RTU/ASCII Slave mode.

Background introduction
When the user needs to implement the Modbus TCP master device to communicate with
the Modbus RTU slave device, use the Modbus gateway device and set the device's
operating mode to RTU Slave. IP address can be used for routing and one master data
can be specified as high priority when device and master IP address are not in the same
network segment.

TCP Master

+ Ethernet + Ethernet

RTU Slave

Note:
The device picture mentioned in above figure is only an example , and the actual

appearance of the device is subject to the device obtained.

The parameters of the TCP master stationl are as follows:
e |Paddress: 172.13.100.110

e Destination IP address: 172.13.100.210

e Target TCP Port: 30000

The parameters of the TCP master station2 are as follows:
e |P address: 172.13.100.120

e Destination IP address: 172.13.100.210

e Target TCP Port: 30000

The parameter information of Modbus gateway is as follows:
e |IP address: 192.168.1.254

The parameters of the RTU slave are as follows (parameters in default):
e SlavelD: 1

e Baudrate: 115200
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e  Parity bit: None
e Databit: 8
e Stophit: 1

Configuration Steps

B
Note

The screenshot reference model for this manual is 4 RS-232/485/422 + 2 100M copper
ports. In addition to the supported serial type (RS-232, RS-422, RS-485), the number
of network ports and the number of serial ports, the interface functions and interface
operations of other types of products are the same.

Step 1 Connect the COM serial port of the computer and the COM1 serial port of the Modbus
gateway using a cable or a converter.

Step 2 Connect the network interface 1 of Modbus gateway to the LAN of computer using a
Ethernet cable.

Step 3 Configure the IP address of the Modbus gateway.
1 Login in the Web configuration interface, choose "Network Setting".
2 In the "LAN1 address" option box, enter the "IP address", "Subnet Mask" and

"Gateway address" corresponding to the Modbus gateway.
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Metwork Configuration

LAM mode
LAMT
LAMN1 IF configuraticn

Dual [P w

i) DHCP (® Static

() _BOCTP

LAMN1T IP address
LAMN1T Subnet Mask
LAMNT Gatewsy

192.165.1.254
2552552550

LAM1 IPAE configuration
LAMT [PVE sddress
LaM1 1PV Prefod en
LANT [PV Gateway
LAMZ

LAMNZ P configuraticn
LAME [P address

LAME Subnet Mask
LAMNZ Gatewsy

LAMZ IPAE configuration
LAaMZ [PVE sddress
LAaM2Z [PVE Prefl en
LAMNZ IPAE Gateway
ONE sefiings

Primary DNS server
Secondary DMS server
IPVE Primary OMS server

™

i) AUTD () Stasic

i) DHCF @) Static
192 168 8,254
2552552550

N '\.

[} AUTD () Stafic

8 Disable
2002:4b&:0:H100:-1
0128

2002:dba:0:f100::1

) BOOTP

@ Cizable
2002:4b8:0:H100::1
0-128

2002:dba:0:f100::1

202881335

3 Other parameters remain the default, click "Submit".

Step 4 Configure the operation Mode and smart command parameters of the Modbus gateway.

1 Log in to the Web configuration interface and select "Protocol Setting > Mode".

2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.
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Protocol Setting = Maode Slave ID Map Priority Control Advanced setings Intelligent Commands
Serial port Operation Mode DEfgI'IEI:Ed Tee Destination address Ogperate
RTU Slave o 0.0.0.0 - 0.0.0.0 Iil

2 RTU Slave 1] 0.0.000 - 0.0.0.0 Edn

3 ATV Slave 1] Edn

4 ABCI Slave 1] 0.0.000 - 0.0.0.0 Edn

5 RTU Slave 1] 0.0.000 - 0.0.0.0 Ean

8 RTU Slave 0 Edn

T RTU Slave 0 Edn

B RTU Slave 1] 0.0.000 - 0.0.0.0 Edn

3 Configure the operation Mode of the serial port1 in edit window of serial port1, as

shown in the following figure.

Serial port bl

Operation mode RTU Slave “* |In RTU mode, the senial port data bits must b= configured as 8

Broadeast forward Disable il

Smart mode Ensable il

Foll Intzrval 1000 10-120000ms

Inter frame delay o 10-E00ms, O for disable

Fault-tolerant Mumbsr 5 5-1200

Smart Command Aging Tme B0 10-2300=

Resp Timeout 1000 10-120000ms

Designated TCF port 30000 165535, 0 for disable

Diestination address1 172.13.100.210 0 for disable

Destinztion address2 0.0.0.0 0 for dizable

Apply to port number F Qe O e O e Oee
Ol s er O] P ] aLL

- Click the "Operation Mode" drop-down list and select "RTU Slave".

- Click "Smart mode” drop-down list and select “Disable”.
- Enter the port number "30000" in the "Dest TCP port" text box.

- Enter IP address 1 "172.13.100.210” in the "Dest IP Address 1" text box.
- Other parameters remain the default, click "Submit".

Select “Protocol Setting > Priority Control”, and enable master priority.

- Select "Enable" in the drop-down list of "Enable Designated Master", as the

picture below.
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Protocol Setting >  Mode  Slave IDMap  Priority Control ~ Advanced settings  Intelligent Commands
Enable specified port Disable ¥l Submit | | Refresh |
Specified Master | Enable v|| submit |
Add | Delete |
Type Definition Operate
Specified Reguest Disable v Submit

- Click “Add” button below "Enable Designated Master".
- Click “Master” drop-down list and select “IP address” in add window.
- Enter thelP address "172.13.100.110" of mater 1 in “IP address” text box.

Master IF address v
IP address  172.13.100.110

[ Submit |

- Click "Apply" button, as the picture above.

Protocol Setting > Mode Slave ID Map Priority Control Advanced sefttings Intelligent Commands
Enable specified port Disable v | Submit | | Refresh |
Specified Master | Enable v
| Add | | Delete |
Type Definition Operate
modbus tcp 172.13.100.110 Edit
Specified Request Disable * | Submit

- Other parameters remain the default, click "OK” as shown in the picture above.
Step 5 Configure serial port1 parameters of the Modbus gateway.
1 Log in to the Web configuration interface and select "Serial Settings".

2 Inthe Port1 entry, click Edit under operation, as shown in the following figure.

‘Communicstion Parameters
Serial -
Senal name Baud rate Farity Data bits Stop bits Flow control Interface FIFO Cperate
port
1 com1 115200 MNone g MNone RS23Z Enable I Edit I
2z com2 115200 None g None RS232 Enakble Edit
3 com3 115200 None g None RS232 Enakble Edit
4 comé 115200 None g None RS232 Enakble Edit
5 coms 115200 None g None RS232 Enakble Edit
] comf 115200 None g None RS232 Enakble Edit
T com7 115200 None g None R5212 Enable Edit
g com3 115200 None g None RS232 Enakble Edit

3 Set the “BaudRate”, “Parity”,“Stop Bits”,“Data Bits” and “Interface” in the “COM
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Parameter” option box.
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Serial port £
Serial name com

Baud Rate 115200 Ly
Parity Mone L
Data Bis ] LS
Stop Bits 1 L
FlowContro Mone il
Intzeface RS232 il
FIFD Enabile w

Pt ez [(drz [(rs [es
Apply to port numbsr r = r BT PJ =
l—, Selectm

4 Other parameters remain the default, click "Submit".
Step 6 Run "Modbus Poll" and “Modbus Slave” software to configure master and slave information.
1 Open “Modbus Slave” software, click "Setup > Slave Definition".
2  Enter "1"in the "Slave ID" text box.
3  Enter response delay time “470” milliseconds in “Response Delay” text box.
Note:
The value of response delay can be fine-tuned according to the actual network condition

to find the critical value.
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Slave Definition )4
Slave ID:
Funchion: 03 Holding Register [4x] ~ Cancel

Address: I:I Frotocol addressz. E.g. 40011 =10
Cluantity:

Wiew
R s

@10 Oz20 O50 O100 O Fitto Duantity

[] Hide &lias Columns []PLC Addresses [Baze 1]
[ ] &ddress in Cell

Errar Sirmulation

[]5kip responze [ Inzert CRCALRLC emar
[Mat when uzing TCP/AP]

| [rns] Response Delay [ ] Return exception 05, Busy

4 Other parameters remain the default, click "OK".

5 Click " Connection > Connection Setup ".

Connection Setup pod

Connechion K
Serial Part e
Cancel

Serial Settings

COr1 w
Maod

115200 Baud ~ ||
@ RTUL ) ASCH

3 Data bitz o
Flaw Contral

Mone Paity | | CJDSR CICTS [IRTS Toggle

i TS s ol

1 Stop Bit e
TCRAP Server
192.168.1 61 A03
Ay Address [Pwd
lanare Unit (D |PwE

6  Click the "Connection" drop-down list box and select "serial port".
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7 In the "Serial Settings" option box, configure serial port information such as serial
number, baud rate, data bit, parity bit and stop bit.

8 Select the "RTU" mode in the "Mode" option.

9  Other parameters remain the default, click "OK".

10 Open “Modbus Poll” software in computer 1 and computer 2 to simulate master station
1 and master station 2, click "Setup> Read / Write Definition".

11 Computer 1 (master station 1): enter "1" in the "Slave ID" text box , as the picture

below.

Read/Write Definition >
Slave ID:
Function: | 03 Read Holding Reaisters [48] ~ Cancel

Address: I:I Protocol addresz. E.g. 400771 - 10
[Juantity:
Scan Rate: [1000 [mz] Apply

Dizable
[ ] Readwiite Disabled
[] Dizable on emor ReadMvrite Once
Wi
Rows
@10 20 (50 (0100 O Fito Quantity
[ ] Hide Alias Columns []PLLC Addresses [Baze 1]
[ ] &ddress in Cell [ Enron/D aniel Maode

12 Computer 2 (master station 2): enter "1" in the "Slave ID" text box and “5” in “Quantity”

text box, as the picture below.
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Read/Write Definition >
Slave ID:
Function: | 03 Read Holding Registers [4x] Cancel

Address: IZI Protocol address. E.g. 400771 - 10
[ uantiby:
Sean Fate: (1000 [mz] Apply

Dizable
[ ] Readwiite Disabled
[] Dizable on ermar FeadMwrite Once
LT
Rows
@10 20 (50 (100 C)Fikto Quantity
[ ] Hide flias Columns []PLC Addresses [Baze 1]
[ ] &ddress in Cell [ ] Enron/D aniel Mode

13 Other parameters remain the default, click "OK".

14 Click " Connection > Connection Setup ".

15 Click the "Connection" drop-down list box and select "Modbus TCP / IP".

16 Enter the destination IP address "172.13.100.210" in the "IP Address" text box of the
"Remote Modbus Server" area.

17 Enter destination TCP port number "30000" in the "Server Port" text box of the

"Remote Modbus Server" area.
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Connection Setup >
Connection
todbus TCRAAF w
Cancel
Serial Settings
LSE Senal Port [COR3) hode
RTL ASCI
115200 B aud
: Responze Timeout
8 D ata bitz

ms]

Delay Between Pallz
1 Stop Bit Advanced... [mz]

Remaote Modbuz Server
P Address or Mode Mame
[17213.100.210 v]

Mone Parity

Server Port Connect Timeout @) IPvd

[ms] OIPve

18 Other parameters remain the default, click "OK".
Step 7 Check the communication between the TCP master and the RTU slave. Master station 1
and master station2 read data every 1 second, master station1 with higher priority keeps

normal communication while data timeout occurs in master station2, as shown in the

following figure.

# Modbus Pall - Mbpoll1 — o x [°] ¥ medbus pell - Mbpe — O X |23 Modbus Slave - Mbslave o x
Flle Edit Connection Setup Functions Display File Edit Connection Setup Functions Display View [File Edit Connection Setup Display View Window
View Window Help | Window Help Help

DEFES| K|S 2005061516 17 DEE&E XM |Ea|l|smis67 2D SRS M |20|% W
Mbpolll Mbpoll1 [=][= ] =] ADEeeT EEI=]
Tx=77: Err=57:1D = 1: F = 03: SR = 1000ms Tx =63 Err=4:1D = 1: F = 03: SR = 1000ms |I—D:1:F:03
[Timeout Error

ﬂ 00000 Alias 00000 Alias 00000

0 0 0 0

i B 0 o 0

2 0 2] o 2 0

3 3| 1 B 1

4 3 | 4] 3 4| 3

5 5| 0 5| 0

° | 51 o 6 o

7, 7] 6 7| 3

8 8] 7 8| 7

9 El 8 9] 8

Master 2 Master 1 Slave
For Help, press F1. [172.13.100.210]: 30000 For Help, press F1. [172.13.100.210]: 30000 for Help, press F1. Port 3: 115200-8-N-1

Click “ Display > Communication Traffic” to check communication data in slave simulation
software “Modbus Slave”. Device will send request command to slave station in priority
when response timeout occurs in master station 1, as shown in the following figure.


mailto:nfo@santelequip.com

San Telequip (P) Ltd.,

504,505 Deron Heights, Baner Road

Pune 411 045, India

Phone: +91-20-27293455, 9764027070, 8390069393
Email : info@santelequip.com

ay
@ SAN TELEQUIP

Connecting, Converting. Leading!

B’ Communication Traffic

Exit Clear Save Copy

Tx:009495-13:36:09.590-01 02 0OA 00 00 0O QO 0O
Rx:009%456-13:36:05.632-01 03 00 00 00 O& C5 CD
Tx:009497-13:36:10.103-01 032 14 00 00 00 00 0O
Rx:00%458-13:36:10.147-01 03 00 00 00 05 85 C%
Tx:009495-13:36:10.617-01 02 0a 00 00 00 00 0O
Rx:00%500-13:36:10.65%-01 03 00 00 00D 0& C5 CD
Tx:009501-13:36:11.130-01 032 14 00 00 00 00 0O
Rx:009502-13:36:11.174-01 03 00 00 00 05 B85 C9
Tx:009503-13:36:11.644-01 032 On 00 00 00 00 0O
Rx:009504-13:36:11.687-01 03 00 00 00 O&A C5 CD
Tx:009%505-13:36:12.157-01 03 14 00 00 00 0O OO
Rx:009506-13:36:12.210-01 03 00 00 00 05 B85 C9
Tx:005507-13:36:12.680-01 03 0On 00 00 00 00 00

Log

0o

0o

00

00

00

00

00

0o

0o

0o

00

00

oo

oo

Time stamp
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o1

o1

o1

01

01

00 03 35

0o

0o

00

00

oo

oo

03

03

03

03

03

03

0o

35

00

35

oo

35

77

0o

77

00

77

0o

77

0o

00

oo

0o

00

0o

0o

00

oo

oe

oe

06

0o

00

oo
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oe
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9&
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A3
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AS

Rx:009508-13:36:12.722-01 03 00 00 00 O C3 CD
Tx:00%509-13:36:13.15%3-01 03 14 00 00 OO0 00 OO
Rx:009510-13:36:13.235-01 03 00 00 00 O C53 CD
rx:005511-13:36:13.706-01 03 14 00 00 00 00 0O

00

00

oo

0o

01

01

oo

0o

03

03

oo

0o

0o

00

oo

0o
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00

oo

0o
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oo

0o

07

07

oo

0o

o8

08

96

96

AS

25

Rx:009512-13:36:13.748-01 03 00 00 00 05 B85 C9
Tx:00%513-13:36:14.218-01 03 0& 00 00 0O 00 0O
Rx:009514-13:36:14.272-01 03 00 00 00 On C5 CD
Tx:009515-13:36:14.742-01 03 14 00 00 0O QO 0O
Rx:0059516-13:36:14.785-01 03 00 00 00 05 B85 C9
Tx:009517-13:36:15.256-01 03 0A 00 00 QO QO OO
Rx:00%518-13:36:15.298-01 03 00 00 00 O& C5 CD
Tx:009519-13:36:15.7€8-01 02 14 00 00 00O 00 0O
Rx:00%520-13:36:15.810-01 03 00 0O 00 05 B5 C9
Tx:009521-123:36:16,282-01 03 0 00 00 Q0 00 OO

0o

00

00

0o

00

oo

0o

0o

0o

00
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o1
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oo

0o

0o
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00
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0o
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0o
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00
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0o
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oe

0o
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oe
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11 Customer case

Modbus gateway has been successfully used in many industries, to solve many problems

of industrial communications, to meet customer demand for cost-effectiveness. We have a
number of successful customer cases, if you do not find the same case, it doesn't mean
our MODBUS gateway product is not suitable for you, please contact customer service.
We will do our best for your service!

Replace serial Master with TCP master, change the original device Slave ID

In this case, client's old control system includes multiple sub-system based on serial port,
and a serial Master stations directly controls a serial Slave device in each sub-system, as
picture below.

\ &,

Master_3

RS-232/485/422

Master_1

RS-232/485/422

Master_2
RS-232/485/422

The new system using the Modbus gateway is connected to each of the serial Slave
devices, so the Ethernet SCADA can control them. But Slave ID in the network cannot be
duplicated, so some devices need to change the ID so that the network can identify them.

Master

RS-232/485/4 RS-232[485/422l RS-232/485/422

Slave Slave Slave

ID=2

Use TCP Master in place of serial port master, do not change the original device Slave ID
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In the previous case, some devices use a fixed ID that can not be changed. The access
network requires a multi-port Modbus gateway and uses the Virtual Slave ID. The new
system is easy to use.

Connecting, Converting. Leading!

Master

RS-232/485/4.

Slave

ID=1

ID=1

Reserve serial port Master, at the same time add TCP Master
In this case, the serial port Master requires the direct control of the device, and the waiting
time is short, it is unable to be replaced.

Master

RS232/485/422

Slave

Simultaneous integration Modbus RTU, Modbus ACSII, Modbus TCP

There are a large number of different types of hybrid equipment in the factory floor,
including instruments and meters, manufacturing machines and PLC controllers. To
integrate these devices into the network, it takes into account a variety of factors, including
different communication parameters, different protocols. Modbus gateway equipment has
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a powerful function, allowing the integration of a variety of different Modbus systems,
supporting a variety of communication methods and protocols.

TCP Master

Ethernet

Master

TCP Slave
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Part Two: Principle
12 Modbus Overview

Connecting, Converting. Leading!

About this chapter

This Chapter 12.1 Protocol implementation

12.2 Master and slave working state diagram
12.3 Modbus communication principle

12.4 Transmission mode

12.5 Modbus basic architecture diagram

12.1 Protocol implementation

The MODBUS Serial Line protocol is a Master-Slaves protocol. At the same time, only one
master node is connected to the bus, and one or more child nodes (the maximum number
is 247) are connected to the same serial bus.
A MODBUS communication is always initiated by the master. The slave nodes will never
transmit data without receiving a request from the master node.
The slave nodes will never communicate with each other.
The master node initiates only one MODBUS transaction at the same time.
The master node issues a MODBUS request to the slave nodes in two modes: Unicast
mode, Broadcast mode

Master station and Slave station

Master Slave Slave

Slave Slave Slave

Unicast mode and broadcast mode
Multipoint structure diagrams in unicast mode are as follow:
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Master node

| 4+ | I
esponse
Sub-node Sub-node Sub-node

Multipoint structure diagrams in broadcast mode are as follow:

Master node

Request
I [~ —
Sub-node Sub-node Sub-node

12.2 Master and slave working state diagram

Master Work state

Request sent in
broadcast mode
{ turnaround delay

End of error processing
is started

End of reply processing

Waiting
turnaround
delay

request sent to a
slave
/ response time-
out is started

Processing

reply [N

turnaround delay
expiration

Frame error

Reply reception [Expected slave]

! response time-out is stopped
~
e —

response time-out expiration —J»

Waitin
for replg;f Processing

error

Reply reception
[Unexpected slave]
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Slave Work state

reception of a end of processing

request [broadcast mode]
(from the master)

Checking
request

Y, /

F i error in frame

_ _ orma mg checking, or

error in request data error reply frame not
. —_—

- addressed to
— __—  this slave

end of processing [unicast mode]

12.3 Modbus communication principle

Modbus protocol is a client / server application layer protocol, the communication process
follows the following process:

e The client sends a request to the server.

e The server analyzes and processes the client requests, and sends the results to the
client.

e If an error occurs, the server will return an exception code to the client
The message data bits sent by client to server includes additional information, which
is used by server to perform the operation defined by function code. If there is no
error associated with requesting the Modbus function in a correctly received Modbus
ADU, the response data sent by the server to the client will include request data; If
there is an error related to requesting a Modbus function, the message data field will
include an exception code that the server application can use the code to determine
the next operation.

e Error-free handing:
The slave will receive the request after the host sends a data request. If the slave
checks the check code successfully, indicating that the processing is error free, it will

execute the operation of the function code.
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Client

Server

Initiate request

|F“"mimI me| Ll | \\\\* Perform the action

Initiate the response

‘f_,,t—-"", mmm |

Receive the response |

e Abnormal response handling

After the host sends the data request, the slave receives the request and verifies that

the check code fails, indicating that the sending has an error. Return error code and

abnormal code.

Client

Server

| Initiate request \

‘Flm:‘l:innmde‘ Data Request ’.\M

‘__—_________,_._u—-—'—"

Error detected in the action
Initiate an error

-

‘ Exception

Function code | Exception code

| Receive the response

12.4 Transmission mode

Modbus RTU
When devices communicate on a MODBUS serial |

ine using the RTU (Remote Terminal

Unit) mode, each 8-bit byte in a message contains two 4—bit hexadecimal characters.

Key Benefits: Higher data density, higher throughput rates at the same baud rate than

ASCIl mode, and more data.

Interoperability between Modbus devices only each device has the same mode RTU or

ASCII, the default setting must be RTU mode.

The RTU message frame:
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Frame 1 Frame 2 Frame 3
tO /'—g'\ /'—/\'—“\ /'—/;'\
- mmmm — mml——\l—l N mmml——l >
i | i i :‘m“. i
at least 3.5 char at least 3.5 char ' '
4.5 char

< -

MODBUS message
Start Address [Function Data End
> 3.5 char 8 bits 8 bits N x 8 bits 16 bits > 3.5 char
Modbus ASCII

When devices are setup to communicate on a MODBUS serial line using ASCII (American

Standard Code for Information Interchange) mode, each 8-bit byte in a message is sent
as two ASCII characters.

This mode is used when the physical communication link or the capabilities of the device
does not allow the conformance with RTU mode requirements regarding timers
management.

Advantages: The time interval for sending characters can be up to 1 second without error.
Disadvantages: Since one byte requires two characters, this mode is less efficient than
RTU.

ASCII message frame.

Data

0 up to 2x252 char(s) 2 chars 2 chars
CR.LF

2 chars 2 chars

When using ASCII mode, each 8-bit byte in the message is converted to 2 ASCII characters
for transmission. The main advantage of the ASCII mode is that the characters can allow
up to 1 second intervals without error.

RTU and ASCII mode comparison:

Modbus RTU and ASCIl mode comparison

Mode RTU ASCII

Coding System | 8-bit binary Hexadecimal

Two hexadecimal character | One hexadecimal character
contains 8-bits of data within | contains 4-bits of data within
each ASCIl character of the | each ASCIl character of the

message message

Bits per Byte 1 start bit 1 start bit

8 data bits 7/8 data bits
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Modbus RTU and ASCII mode comparison
Odd / even parity 1 bit
No odd / even parity check
If there is a odd / even parity check for 1 stop bits
If there is no odd / even parity check for 2 stop bits
Error check CRC LRC
Modbus TCP

The Modbus protocol defines a simple protocol data unit (PDU) independent of the
underlying communication layers. The mapping of Modbus protocol on specific buses or
network can introduce some additional fields on the application data unit (ADU).

General Modbus frame:

—
.

Y

ADU

— .._
-

PDU i

The Modbus application data unit is built by the client that initiates a Modbus transaction.
The function indicates to the server what kind of action to perform.

Modbus application data unit on TCP / IP:
Modbus requests or responses in a Modbus TCP / IP network

Modbus request / response on TCP / IP:

-+

Y

MODBUS TCP/IP ADU

MBAP Function code Data

F
v

Data

Use a special message header on TCP / IP to identify the Modbus application data unit.

This header is called the MBAP header (Modbus protocol header).

This header provides some differences from the Modbus RTU application data units used

on the serial link:

e Replace the Modbus slave address field commonly used on the Modbus serial link
with a single byte unit identifier in the MBAP header. This unit identifier is used for
communication of devices that use a single IP address to support multiple
independent Modbus terminal units, such as bridges, routers, and gateways.

e AllMODBUS requests and responses are designed in such a way that the receiver
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can verify the completed message. For a function code with a fixed length of the

Modbus PDU, the function code is sufficient. For a function code that carries a

variable data in a request or response, the data field needs to include the number of

bytes.

e When Modbus is carried over TCP, even if packets are divided into multiple packets,

the additional length information is carried on the MBAP packet header so that the

receiver can identify the message boundary. The presence of explicit and implicit

length rules and the use of the CRC-32 error check code (on the Ethernet) will

produce minimal undetected interference to the request or response message.

MBAP header description
The MBAP header includes the following fields:

Field Length ‘ Description Client Server
Transaction | 2 bytes | The identifier of the | startup The  server is
identifier MODBUS request / replicated from the

response transaction received request
Protocol 2 bytes | 0 = MODBUS protocol start up The server is
identifier replicated from the
received request
Length 2 bytes | The number of bytes |start up | Server (response)
below (request) | startup
Unit 1 byte The serial number of the | start up The server is
identifier remote slave connected to replicated from the
the serial link or other bus received request

The message header is 7 bytes long:

e Transaction Identifier: Used for transactional pairing. In response, the Modbus server

replicates the transaction identifier of the request.

e  Protocol identifier: multiplexing within the system. The Modbus protocol is

recognized by a value of 0.

e Length: The length field is the number of bytes in the next field, including the cell
identifier and the data field.

e Unit identifier: Use this field for intra-system routing. Dedicated to communication

over Modbus or Modbus + serial link slaves via a gateway between an Ethernet
TCP-IP network and a Modbus serial link. The Modbus client sets this field in the
request, and the server must return the domain with the same value in the response.



mailto:nfo@santelequip.com

San Telequip (P) Ltd., L)
504,505 Deron Heights, Baner Road

Pune 411 045, India . Ciunnwinlﬁ!;ﬁggjs
Phone: +91-20-27293455, 9764027070, 8390069393 '
Email _: info@santelequip.com

12.5 Modbus basic architecture diagram

Modbus Basic Architecture Figurel:

Host

ModbusTCP
computer PLC

Master

Ethernet

RS-232/485/422

Signal Lamp  Flow Meters Drivers ModbusRTW/ASCII Slave

Modbus Basic Architecture Figure2:

ModbusRTU/ASCII
Master

Ethernet

ModbusTCP Slave
(Upto 32)
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About this chapter

This Chapter 13.1 Modbus parameter settings

Error! Reference source not found. Error! Reference so
urce not found.Slave ID Map

13.1 Modbus parameter settings

Initial delay
When the Modbus gateway device is powered on, it will take a delay time to actually start
Modbus. This parameter is because the Modbus slave device initialization time is relatively
long, in order to avoid their initialization has not been completed before the request frame
access, so the gateway set the initialization delay time to decide to initialize the time to
issue the first request frame Delay.

TCP Modbus Anomaly
This parameter is used to display Modbus TCP abnormal in Modbus monitoring software.
The default gateway sends Modbus TCP abnormal to Modbus monitoring software.

Response timeout
Modbus is a master-slave protocol, The master needs a response timeout when accessing
the slave, and this time is the gateway's "response timeout.” The parameters exist between
Step (2) and (3)in the next figure . After the gateway forwards the request to the slave
device, if the response of the slave device is not received within the parameter time, it is a
timeout response, and the abnormal response is sent back to the master device.

MODBUS

Gateway

@ Response @ Response

Character interval
The interval between a single character and the next character in a frame RTU message.
When the value is 0, the default is 3.5T time, equal to 3.5 characters time. In some customer
site, the serial device does not have FIFO cache, one by one to send and receive, take a
long time, did not meet the Modbus protocol on the standard time. But the character interval
allows customers to customize the time, compatible with poor time requirements for older
devices.
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4.5 char

Inter-Frame delay
That is, the current RTU response and the next RTU request between the time intervals,
the default is Oms. This function is to prevent the slave device from not being able to quickly
process the RTU request and set the time interval for the RTU slave device to have
sufficient time to process the request.

N Response (4) N+1Request (1)

N+1 Response (4)

N Request (1)

MODBUS Gateway

Inter-Frame delay

S e e e e e e e e e e e s e

N Request (2)

N Response (3) N+1 Request (2) N+1 Response (3)

13.2 Slave ID Map

The Modbus protocol specifies that all slave devices must have a unique ID number (1 ~
247). This ID number is used to identify the slave address in response to a request from
the master device. Modbus device ID number is set by the manufacturer.

In the Slave ID Map, each slave device has two ID addresses that the virtual ID address
and the real ID address. The real ID exists in the slave device, and the other device directly
accesses the slave device via the real ID. The virtual ID exists in the gateway, the only
access address of the slave device at the gateway, and the other devices indirectly access
the slave device using the virtual ID through the gateway.

ID message processing flow:

(DThe master device uses the virtual ID to access the gateway;

(2)The gateway converts the virtual ID into a real ID to access the slave device;

(3)The slave device uses the real ID to send back the response;
(3)The Gateway converts the real ID into a virtual ID and then sent back the response.
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Virtual ID I Real D

|
@ Request

s

@ Request

e
MODBUS

Gateway

e

@ Response

L]

@ Response

The gateway implements the function of ID mapping by setting the ID range and the ID
offset. The ID range starts from the slave start ID to the slave end ID. Only channels with
channel type slaves can be mapped, including serial port (RTU Slave or ASCII Slave) and
TCP Slave. Slave ID Map formula is as follows: “Virtual ID + ID Offset = Real ID” The
ranges of the Virtual ID and Real ID in the formula are 1 to 247.
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